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DEPARTMENT OF THE ARMY
HEADQUARTERS, 4TH INFANTRY DIVISION (MECHANIZED) ARTILLERY

FORT HOOD, TEXAS 76544

                        REPLY TO         

                        ATTENTION OF

AFYB-DA-CO

15 JULY 2002

 

 

MEMORANDUM FOR: SEE DISTRIBUTION

 

SUBJECT:  Command Guidance Memorandum 7-2-02, Computer and Software Use 

 

1.  REFERENCES:

 


Corps Policy Letter#42 (05 APR 96)


Command Guidance Memorandum 5-1-99, Internet Use Policy


Software & Information Industry Association web site (http://www.siia.net)

 

2.  STAFF PROPONENCY: The Divarty Staff proponents for this policy are the DIVARTY Signal Officer and Trial Defense Counsel.

 

3.  PURPOSE: To establish guidelines, safeguards and control measures for acquiring and operating government owned computers and software to be installed thereon.

 

4.  GENERAL:

a. Computers have become and integral part of the Army of the 21st Century. As our dependence on the computer grows, increasing productivity and staff efficiency, we must also be aware of the legality and limitations of using government computers for personal use.

b. Software piracy is a growing concern in the United States, and worldwide. Recently, customs officials in London confiscated and destroyed over $5 million worth of pirated Microsoft Office and Windows software. We must al do our part to minimize the US Army’s impact on this global problem by controlling what is installed and used on government computer systems.

5.  SPECIFIC:

a.       In addition to any software that is pre-installed on a personal computer by the              manufacturer, the following programs may be installed on government computers: 

(1) Operating system – Windows 95 or Windows 98, unless specifically 

(2) authorized in writing by the DIVARTY Automation Officer
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(3) Microsoft Office 97 Professional or any edition of Office 2000.

(4) Microsoft Outlook 98 an/or Microsoft Exchange Client 5.0.

(5) Softkey Calendar Creator4.0.

(6) Delrina Formflow 2.22.

(7) Norton Anti-Virus v5.0 unless the Department of Defense or Army adopt a different anti-virus program, in which case, the new program will be installed on any government computer system.

b. The following programs will not be installed on government computers under any circumstances.

(1) Computer Games. Games, including those packaged with the operating system, 1.e solitaire and minesweeper, will not be played during duty hours.

(2) Personally owned software 

(3) Pirated software, defined as anything the individual, the unit, post or US Army does not have a valid license for. This includes limitations specified in individual software’s End User License Agreement (EULA), including number of machines a program is allowed to be concurrently installed on, or concurrent users on multiple systems.

 

c.  Any other software installed on an individual computer system will have manuals, original install disks or CDROMS and any other licensing paperwork required readily available for verification of validity at any time. 

 

c. In accordance with III Corps Policy Letter 42 (Use of Federal Communications Assets), use of government computer systems for personal use will be limited to “Official Use,” defined as communications that are necessary in the interest of the Federal Government as well as emergency communications, and Authorized Purposes”, defined as including personal use of communications assets when the use is of a kind that is reasonably made from the work place. Specific examples are cited in III Corps Policy Letter 42 paragraph 4b.
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 6.  Point of contact all request for exceptions is the DIVARTY Signal Officer, 288-3498.

 

                                                KEVIN P. STRAMARA







COL, FA







Commanding

DISTRIBUTION: A




�








