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DEPARTMENT OF THE ARMY

HEADQUARTERS, 4TH INFANTRY DIVISION (MECHANIZED) ARTILLERY

FORT HOOD, TEXAS 76544

                        REPLY TO         

                        ATTENTION OF

AFYB-DA-CDR

15 JULY 2002

 

 

MEMORANDUM FOR: SEE DISTRIBUTION

 

SUBJECT:  Command Guidance Memorandum 7-1-02, Internet Use Policy 

 

1.  REFERENCES:

 


Title 18US Code


Article 134, UCMJ

 

2.  STAFF PROPONENCY: The Divarty Staff proponents for this policy are the Divarty Signal Officer and Trial Defense Counsel.

 

3.  PURPOSE: To establish guidelines, safeguards and control measures for operating government owned computers with access to the internet or World Wide Web.

 

4.  GENERAL:

a. As the internet grows, our reliance on the internet increases as more and more of the data that we use on an everyday basis becomes available through the internet.  At the same time, the amount of questionable information and content available increases exponentially.

b. It is acceptable practice for soldiers to access information on the internet, both for official and personal use, however, personal use of the internet during duty hours will be minimized.

c.  Accessing the internet opens computer systems to virus attacks, making it of paramount importance that all computers with internet access have current virus definitions and access the web through the Ft Hood DOIM proxy server.  Norton Anti-Virus (Symantec Corporation) is the current contract holder for anti-virus software and should be updated weekly or bi-weekly from either Symantec’s website at www.symantec.com, through Live Update \\n3cdoimfilesvr1\norton.

5.  SPECIFIC:  Internet use is monitored at the installation level by the Department of Information Management (DOIM).  Access to the following type sites is strictly prohibited.  Violation s are reported through the command channels and disciplinary action will result when warranted.  

a. pornographic material of any kind.  This includes sites with suggestive or proactive terms, images, language or other material or containing links to such sites.  Child pornography, in particular, is very closely monitored, and has resulted in several federal convictions within 4ID alone.  Violations of child pornography by visiting their sites is punishable under the Title 18 of the US Code with a maxium sentence of 15 years for first time sex crime offenses, and 5-30 years for individuals with a prior conviction.  Violators may also be fined if violations warrant.

b. Hacker sites.  Users should avoid any site with the term hack, phrack, filez or warez on them as these sites normally contain pirated copies of registered software.  Downloading files from these sites is a fedral offense and is punishable by up to 5 years in prison and maximum fine of $250,000 under The No Electronic Theft (NET) Act of 1997.  More information on software piracy can be obtained at “http:\//www.spa.org/piracy”.

c.   Any sites espousing anti0goverment thems oontaining links to such sites.

d. Any site with racial, ethnic, or other hate-crime related material or containing links to such sites.

e. Access to internet search engines is an exception to the above banned sites,so long as users do not:

(1) Initiate or conduct searches with controversial, pornographic, racial or other banned material

(2) Follow links to such sites, whether with the malicious intent or not.

6.  ELECTRONIC MAIL:  Use of the Microsoft Exchange email accounts on DOD Electronic Mail Host (EMH) systems for personal use will be kept to a minimum.  Soldiers are encouraged to use personal email accounts through their Internet Service Provider (ISP) for personal mail.  Private email accounts will not be added to Microsoft Exchange profiles.

7.  If you believe a computer in your section has been used to access any of the type of sites listed above, immediately contact your chain of command and/or your ISSO.

8.  Point of contact for all request for exceptions is the Divarty Signal Officer, 288-3498. 
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