ACofS, G2
Counterintelligence
and Security Division
lIl Corps And Fort Hood

Antiterrorism Travel Tips

A Handout For
Individuals Traveling
Outside Continental
United States
(OCONUS)

lll Corps and Fort Hood
Pamphlet 380-10
15 September 1997



DEPARTMENT OF THE ARMY [l CORPS & FH PAM 380-10
HEADQUARTERS, Ill CORPS & FORT HOOD
Fort Hood, Texas 76544-5000
15 September 1997
Security

ANTITERRORISM TRAVEL TIPS

HISTORY. This Directorate of FOR THE
supersedes Ill Corps Information COMMANDER:
and Fort Hood Management.

Pamphlet 380-10 dated WILLIAM R.
March 1996 SUGGESTED LENNOX, JR.

IMPROVEMENTS. Brigadier General,
APPLICABILITY. The proponent of this USA
This pamphlet appliespamphlet is the Chief of Staff
to military members, Assistant Chief of
military spouses, Staff (ACofS), G2,
family members, and Counterintelligence
Department of Defensand Security Division. //signed//
civilian employees Users may send
traveling outside the comments and MICHAEL R.
Continental United  suggested BORDERS,
States (OCONUS). improvements tothe LTC, SC
Commander, lll Corps DOIM
CHANGES. Changesand Fort Hood, ATTN:
to this pamphlet are AFZF-GS-CIS, Fort DISTRIBUTION:
not official unless Hood, Texas 76544- IAW FH FORM 1853,
authenticated by the 5000. S




[l CORPS & FH PAM 380-10 15 SEP 97

TRAVEL
BY COMMERCIAL AIRCRAFT
OUTSIDE
THE CONTINENTAL
UNITED STATES (OCONUS)

* Do not wear military uniforms unless directed to do so.

» Wear nondescript cilan clothes without peculiarly western or military
connotations.

» Do not identify yourself to others as military.
« Do not linger in public sections of airports. Stay in secure areas.

» Use caution in airport baggage claim areas. Many terrorist attacks occur in this
area after retrieving weapons from their baggage.

» Do not carry classified information aboard commercial aircratft.

» Store unclassified military papers not needed on the flight in checked luggage.

» Use regular fee (blue) passports where authorized at government expense; if not
authorized at government expense, consider using blue passports at your own
expense.

 If highjacked, confirm your connection with the Department of Defense (DOD)
only when directly asked. Do not lie, but do not respond to questions asked of
the whole passenger group.

e Do not use an aisle seat.

» If you are taken hostage, advise neighbors and relatives not to tell anyone you
are military.

» Sanitize wallets and purses of unnecessary military documents.
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TRAVEL BY COMMERCIAL
AIRCRAFT OCONUS
(continued)

« Take the most direct routes and avoid high-risk airports and airlines.

» Use you own intuition to evaluate other passengers. Be suspicious of anyone
who appears nervous or out-of-place.

» Be conscious of non-English speaking passengers.

NOTES
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TRAVELING TO OR THROUGH
HIGH RISK AREAS

« Limit travel to mission essential travel only.

» Use the regular fee (blue) passport in addition to no-fee or official passport (if
required).

» Ensure your orders contain an authorization to wear civilian clothing.

» Ensure orders, leave forms, tickets, itineraries, and etc., do not contain
references to your rank and unit.

e Use military airlift command (MAC) flights when possible.
» Use foreign-flag carriers or indirect routings to avoid threatened airports.

* Do not carry classified information aboard commercial aircraft. Use a MAC
flight or mail the information before traveling.

» Use U.S. facilities for billeting and for meetings, conferences, and seminars.
» Receive a current terrorist threat briefing, a subversion and espionage directed
against the U.S. Army (SAEDA) briefing, and Code of Conduct training prior to

departure.

» Surrender blue (tourist) passports (when required to be carried) when passing
through the requiring country’s customs dkamints.

NOTES
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TRAVEL BY GROUND VEHICLE

» When renting vehicles, select vehicles commonly used by the local populace.
» Select routes through safe, well traveled areas.

« Do not travel the same routes all the time, if at all possible.

« If a vehicle is assigned without a driver, inspect the vehicle before each use.

» If a vehicle is assigned with a driver, ensure the driver inspects the vehicle before
each use.

« Always lock the vehicle when you leave it.
* Never leave the vehicle on the street overnight if it can be avoided.
» Keep all doors locked and windows closed, when possible.

» Be suspicious of anyone riding a motorbike or motorcycle; terrorists frequently
use them.

» Be suspicious of stalled or improperly parked cars, construction, traffic
accidents, or othamusual events.

» If you suspect a threatening situation, move away from the area.

» Be very aware of persons approaching your vehicle when you are slowed or
stopped.

» Do not stop to assist people or give rides.

NOTES
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WORK AREA SECURITY

» Instruct personnel in the area not to discuss who you are, why you are there,
where you are billeted, and travel or movement plans.

» Ensure you can receive an area threat brief upon your arrival.
« Vary daily activities to avoid establishing a predictable routine.

» Advise reliable person in office visited of intended travel, so they will notice if
you are missing.

» Do not wear a uniform during your stay unless directed to.

» Do not jog alone; vary your route and your exercise clothing.

NOTES
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HOTEL SECURITY

» Do not tell hotel employees you are military or why you are in the country.
» Vary routines within the hotel and its facilities.
» Keep draperies closed to conceal your presence in the room.

» Keep room effects in an orderly fashion to allow easy recognition if they are
moved.

» Ensure that the door to your room is double-locked and that windows are secure
while you are in the room.

» Rooms above the second floor but below the sixth floors offer the best protection
against terrorists.

» Prior to entering common areas or exiting and entering a hotel, check for
suspicious activities.

« A small, simple, and inexpensive door alarm can alert you to an intruder.
« Know emergency escape routes in case of fire or terrorist-related activity.

NOTES
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RESTAURANT, SHOPPING, AND
TOURING SECURITY

» Avoid using exposed restaurant seating. Select a seat away from doors and
windows, with your back to the wall.

» Do not travel into a high threat area if at all possible. Curtail all but necessary
activities if terrorist activity is likely.

e Avoid carrying a briefcase.

» Advise someone of your travel plans and check in with them upon returning. Do
not vary from your schedule.

* Never take the first taxi in line.

e Stay ALERT, stay UNPREDICTABLE, and keep a LOW PROFILE! Be
aware of your surroundings at all times. Analyze what is happening around you.

* Do not become intoxicated!

* Know emergency phrases in the local language. Know how to use their
telephone.

NOTES
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DOD MILITARY
HOSTAGE CONDUCT

* Know that the U.S. government will make eveopd faith effort to secure your
release.

* Maintain your military bearing.
* Do not voluntarily divulge classified information.

* You may talk to terrorists about non-substantive subjects in order to establish
your personal dignity and apparent sincerity.

* You may listen to terrorists; but do not cater to, praise, participate, or debate
their cause.

* Do not identify yourself to others as military.

» Escape attempts may be made when escape seems to be the ONLY course of
action or when escape seems CERTAIN!

» Establish a chain of command and abide by the senior’s orders.

NOTES
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HOSTAGE SURVIVAL

* Remain calm and refrain from antagonizing your abductors.
» During the early stages of the abduction, do not speak unless spoken to.

» Do not challenge your abductor’s authority or beliefs. Do not agree with their
point of view or express an opposing viewpoint. Remain neutral.

« Do not attempt to escape unless escape appears CERTAIN.

» During a rescue attempt, lie down immediately and stay put. Do not attempt to
assist your rescuers.

NOTES
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IMPORTANT TELEPHONE NUMBERS

U. S. Embassy:

Local Police:

Local Fire Department:

Office(s) Visiting:

NOTES
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GLOSSARY
DOD Department of Defense
MAC military airlift command

OCONUS outside the continental United States
SAEDA Subversion and Espionage Directed Against the U.S. Army

U.S. United States
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