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OVERVIEW

Purpose

References

Abbreviations
and Terms

POLICY

Requirements
for Essential
Secrecy

This regulation preserves essential secrecy in every phase of
operations, exercises, tests, and activities conducted on Fort Hood,
Fort Carson, and Fort Riley; and by Ill Corps and Fort Hood units and
organizations.

Essential secrecy:

¢ |s the condition achieved by the denial of critical information to
adversaries.

e Depends on the combination of two approaches to protection:

e Security programs (Communications Security, Information
Systems Security/Computer Security, Personnel Security,
Physical Security, and Signal Security) to deny adversaries
classified information.

e Operations Security (OPSEC) to deny adversaries critical
information that is always sensitive and often unclassified.

1a
Appendix A lists required and related references.
1b
The glossary defines abbreviations and terms used in this
regulation.
1c
2

The following must be protected through active OPSEC measures:

¢ Information Systems (INFOSYS) and facilities that contain, process,
develop, produce, reproduce, store, transmit, and/or transfer
information or data that is classified or falls within the definition of
unclassified sensitive or critical information.

(continued on next page)
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Requirements e Activities and information that, if known and understood by an

for Essential
Secrecy
(continued)

Operations
Security
(OPSEC)
Programs

adversary, could be exploited in a way that would disrupt or have an
adverse effect on the activity or would disclose key militarily critical
technology.

Functions and/or procedures that are critical to the accomplishment

of the Il Corps or Fort Hood mission.
2a

Each commander at battalion-and/or squadron-level and above will
establish and maintain a written OPSEC program (See AR 530-1,
[Operations Security] paragraph 2-1a for clarification.).

Minimal common features for a written OPSEC program are:

Designate an OPSEC Officer (see AR 530-1, paragraphs 3-2a;
6d(1) and (3), 3h [below]).

Specify requirements to plan for and implement OPSEC in
anticipation of and, where appropriate, during operations, activities,
and/or exercises (See paragraph 2c below).

Require use of analytical OPSEC techniques to assist in identifying
OPSEC vulnerabilities and to select appropriate OPSEC measures
(see paragraph 2c below).

Establish training programs that ensure all personnel,
commensurate with their positions and security clearances, are
aware of hostile intelligence threats and understand the OPSEC
process (see AR 530-1, Appendix F; and paragraph 2d [below]).

Establish requirements for annual review and evaluation of OPSEC
procedures to assist in the improvement of OPSEC programs and
plans; and annual review and evaluation of OPSEC programs and
plans to determine its effectiveness in the preceding year; and
development of recommendations on improvements for the next
year and longer term (see paragraph 2e below).

Prove cross-command and interagency support and cooperation on

OPSEC programs (see paragraphs 2e and 3h below). oh
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Operation
Security
(OPSEC)
Plans

Operation
Security
(OPSEC)
Training

Annual
Operation
Security
(OPSEC)
Report

Il CORPS & FH REG 530-1

OPSEC will be considered during all operations, exercises, and
activities conducted on Fort Hood and by all Fort Hood and IIl Corps
organizations.

Rule of thumb: If an operation order or memorandum of instruction is
prepared, a written OPSEC plan must accompany it.

Prepare an OPSEC paragraph or annex, appendix, tab, or enclosure
(according to FM 101-5 [Staff Organization and Operations]))
and maintain on file for at least 2 years after termination of any event.

Employ the five-step OPSEC process articulated in AR 530-1 (Section
II; paragraphs 3-3 through 3-8) as the analytical process for identifying,

analyzing, and protecting critical information.
2c

Within 90 days of arrival, newly assigned personnel will receive
OPSEC Orientation Training according to AR 530-1, Appendix F,
paragraph F-2a.

Conduct annual OPSEC Awareness Training according to AR 530-1,
Appendix F, paragraph F-2b.

Designated OPSEC Officers will receive training according to AR
530-1, Appendix F, paragraph F-2c.

The Corps OPSEC Officer will post the DA OPSEC Training Course
program of instruction under Il Corps G3/Information
Operations/OPSEC public folder on the Fort Hood Installation Local
Area Network (ILAN) for MSC and subordinate organizations’ OPSEC
Officer access and self-education.

MSC and Corps OPSEC Officers will receive formal OPSEC training.

Corps G3/DPTM will schedule and coordinate an annual OPSEC

training course at Fort Hood for these officers. o

[l Corps and Fort Hood annual OPSEC report is prepared by the
Corps OPSEC Officer.

Suspense for submission is 21 October annually; “as of” date is
30 September.

(continued on next page)
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Annual
Operation
Security
(OPSEC)
Security
Report
(continued)

Use the format in AR 530-1 (Appendix |; pages 17 and 18).

MSCs will provide annual OPSEC reports to Ill Corps, G3/DPTM
(ATTN: 10 Officer) not later than (NLT) 15 October (as of
September) using the format in AR 530-1 (Appendix |; pages 17 and
18).

The denial of information to an adversary is a command responsibility.

e Every individual associated with any operation or activity must
safeguard its security.

¢ All personnel will handle any attempt by unauthorized personnel to
solicit sensitive or critical information as a Subversion and
Espionage Directed against the Army (SAEDA) incident per AR
381-12 (Subversion and Espionage Directed Against the Army).

e MSCs will monitor current threat conditions and provide area-
specific threat briefings to all assigned and attached personnel
deploying on exercises or temporary duty (see AR 525-13
[Antiterrorism Force Protection [ATFP]: Security of Personnel,
Information, and Critical Resources] and Message, DA DAMO-
ODL-FP, 011328Z Sep 99).

e MSC OPSEC programs and compliance with this regulation will be
reviewed as part of the |l Corps Command Inspection Program
(CIP).

e MSCs will review compliance of their OPSEC Programs as part of
internal CIPs.

e |ll Corps and MSCs will conduct periodic OPSEC assessments
and/or surveys (see AR 530-1, paragraphs 4-3 and 4-8).

e At minimum, conduct OPSEC assessments annually.
e Maintain results on file for 2 years.
e Inspection item during CIPs.

Route requests for support from external organizations to conduct
and/or assist OPSEC surveys and assessments through the 11l Corps
ACofS, G3/DPTM (ATTN: 10).

(continued on next page)
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Annual Use of Land Information Warfare Agency (LIWA) Information
Operations Operations Vulnerability Assessment Division (IOVAD) support and
Security assistance in the conduct of OPSEC Surveys is encouraged.
(OPSEC)

Report Forward duty appointment orders of MSC OPSEC officers
(continued) [l Corps (ATTN: 10) within 25 days of appointment.

e Corps OPSEC officer will forward to FORSCOM (ATTN: FXJ3-
OCO) within 30 days of their appointment.

All commands and agencies empowered to enter into formal contracts
will ensure that OPSEC is considered in the activity for which the
civilian agency’s support is being obtained and specific OPSEC
instructions are integrated into contracts using DD Form 254 (DOD
Contract Security Classification Specialization).

2e

RESPONSIBILITIES

Commanding The Commanding General, Il Corps and Fort Hood:
General,
lll Corps and e Is responsible for the Il Corps and Fort Hood OPSEC program.
Fort Hood
e Provides command emphasis on OPSEC.

e Includes OPSEC effectiveness as an evaluation objective for
exercises, operations, and activities.

e Approves the essential elements of friendly information (EEFI) for
[l Corps’ Operations Plans (OPLANs), Operation Orders
(OPORDs), Concept plans (CONPLANSs), and fragmentary orders
(FRAGOs).

3a

Chief of Staff Supervises OPSEC planning and synchronization through oversight of
[l Corps Information Operations.
3b

ACofS, G2 The ACofS, G2 assist ACofS, G3 in the OPSEC process:

(continued on next page)
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ACofS, G2
(continued)

ACofS, G3

Get, evaluate, and provide information on threat intelligence
capabilities and provide threat analysis.

Advise and assist the ACofS, G3 and designated Corps OPSEC
Officer regarding protective measures required to safeguard
essential information and EEFI.

Provide multidiscipline counter-intelligence threat assessments,
threat awareness, and intelligence briefings in support of lll Corps
and MSCs, as required and/or within capabilities.

Assist MSC S2s who lack SIPRNet access with preparation of area
specific threat briefings for their deploying personnel.

Conduct threat briefings for personnel assigned to low density
tenant units lacking organic intelligence staff support.

e Assist MSCs in preparing and conducting Antiterrorism Threat
Travel Briefings for unit deployments.
e Advise and assist ACofS, G6, with communications security
(COMSEC) policy and guidance development.
3c

The ACofS G3:

Establishes and monitors the Il Corps OPSEC program, coordinate
overall OPSEC planning, and exercise primary staff responsibility
for OPSEC planning and implementation.

Exercises tasking authority for the Corps Commanding General.

Designates Corps OPSEC Officer on additional duty orders.

Establishes annual individual OPSEC training requirements in Fort
Hood Regulation 350-1 (lIl Corps and Fort Hood Training Catalog).

Provides OPSEC inspector for |ll Corps Command Inspection
Team.

Coordinates HQDA support; fund and host annual OPSEC Officer
Training Mission Training Team (MTT) at Fort Hood.

Responsible for the development and distribution of Corps EEFI.
3d
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Ill Corps The Ill Corps G6:
ACofS, G6
e Develops and disseminates COMSEC policy and guidance in
coordination with ACofS, G2 and ACofS, G3.

e Exercise staff supervision over and evaluate COMSEC support of
operations and exercises; and determines the effectiveness of
COMSEC planning and actions taken to correct COMSEC
weaknesses and improve OPSEC posture.

e Advise and assist ACofS, G3 and designated Corps OPSEC Officer
with SIGSEC and COMSEC protective measures required to
safeguard essential information and EEFI.

3e
Il Corps Provide evaluation of OPSEC as an integral part of the Il Corps
Inspector CIP.
General

3f
lll Corps The Ill Corps PAO:
Public Affairs
Office e Ensure information released to media does not divulge critical
(PAO) Information (See paragraph 3d).

e Support OPSEC education through Corps and Fort Hood
Command Information efforts in coordination with Corps OPSEC

Officer.
39
lll Corps [l Corps OPSEC Officer:
Operations
Security e Responsible to ACofS, G3 for maintaining and implementing the
(OPSEC) Corps OPSEC Program.
Officer

e Recommends OPSEC policies and guidance to the G3.

e Coordinate off-post support for Fort Hood and Il Corps OPSEC
requirements.

e Integrate OPSEC guidance and taskings into Ill Corps operations
and exercise plans, orders, and directives.

(continued on next page)
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lll Corps
Operation
Security
(OPSEC)
Officer
(continued)

Major
Subordinate
Command
(MSC)
Commanders

Synchronize OPSEC with all other aspects of operations through
active participation in the Corps Plans Team (CPT) and Information
Operations Integration Center (I0IC).

Prepare Ill Corps and Fort Hood annual OPSEC report for
submission to FORSCOM.

Maintain reference library to include all references listed at
paragraph two above.

Maintain OPSEC folder within Ill Corps G3/Information Operations
public folder on Fort Hood ILAN.

Provide OPSEC educational materials to the Corps PAO for
dissemination through the Corps Command Information program.

Participate in Ill Corps and Fort Hood Force Protection Working
Group (FPWG), and Corps CPT.

Develop and maintain OPSEC CIP Checklist for assessment of
compliance with this regulation.
3h

MSC commanders:

Establish and maintain OPSEC programs according to this
regulation.

Make OPSEC a command emphasis item and include OPSEC
effectiveness as an evaluation objective for exercises, operations,
and activities.

Approve the organization’s EEFI and circulate those lists amongst
subordinates as widely as security classification permits.

Integrate assessment of compliance with Corps and respective
organizational OPSEC programs into your CIPs.

Educate subordinates and heighten their sensitivity to OPSEC and
the intelligence threat through active CIPs.

(continued on next page)

10
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Major e Weigh the risks to mission accomplishment against the costs of
Subordinate protection and decide what OPSEC measures to implement.
Command

(MSC) e Publish such measures in applicable OPLANs, OPORDs,
Commanders FRAGOs, and/or OPSEC Plans.

(continued)

3i

11
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Figure 3-1. Sample Operations Security Plan

DEPARTMENT OF THE ARMY
XX Division, Il Armored Corps
Fort Hood, TX 76544

Office Symbol 14 February 2001

MEMORANDUM FOR RECORD

SUBJECT: XX Division Operations Security (OPSEC) Program

1. Purpose. The purpose of this OPSEC program is to preserve essential secrecy in
every phase of operations, exercises, tests, and activities conducted within the
Division. Essential secrecy is the condition achieved by the denial of critical
information to adversaries. Essential secrecy depends on the combination of two
approaches to protection:

a. Security programs (communications security, information systems
security/computer security, personnel security physical security, and signal security) to
deny adversaries classified information.

b. OPSEC to deny adversaries critical information that is always sensitive and often
unclassified.

2. References. \@

a. AR 530-1, Operations Security. @ﬁ\@

b. Ill Corps and FH REG 530-1, Operations Security. %

c. Add as required.
3. Applicability.

a. This program applies to all military personnel, DA civilian employees, and DoD
contractor employees, assigned or attached to, or employed by activities and elements

of the Division.

b. This program is effective upon publication, and remains in effect until changed or
revoked by this headquarters.

c. The Major Subordinate Commands (MSCs) may establish policies tailored to meet
their requirements. Subordinate programs may be more restrictive but may not be less

12
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Figure 3-1. Sample Operations Security Plan (continued)

restrictive than this program.
4. Policies.

a. Requirements for Essential Secrecy. The following must be protected through
active OPSEC measures:

(1) Information Systems (INFOSYS) and facilities that contain, process, develop,
produce, reproduce, store, transmit, and/or transfer information or data that is classified
or falls within the definition of unclassified sensitive or critical information.

(2) Activities and information that, if known and understood by an adversary,
could be exploited in a way that would disrupt or have an adverse effect on the activity
or would disclose key militarily critical technology.

(3) Functions and/or procedures that are critical to the accomplishment of the
unit's mission.

b. OPSEC Programs. Each commander at battalion-and/or squadron-level and
above will establish and maintain a written OPSEC program (See AR 530-1, paragraph
2-1a for clarification.). Minimal common features for a written OPSEC program are:

(1) Designate an OPSEC Officer (See AR 530-1, paragraphs 3-2a; 6d(1) and
(3).).

(2) Specify requirements to plan for and implement OPSEC in anticipation of and,
where appropriate, during operations, activities, and/or exercises (See paragraph 5c
below.).

(3) Require use of analytical OPSEC techniques to assist in identifying OPSEC
vulnerabilities and to select appropriate OPSEC measures (See paragraph 5c2 below.).

(4) Establish training programs that ensure all personnel, commensurate with
their positions and security clearances, are aware of hostile intelligence threats and
understand the OPSEC process (See AR 530-1, Appendix F; and paragraph 5d

peto) Sleligigifje IS

(5) Establish requirements for annual review and evaluation of OPSEC
procedures to assist in the improvement of OPSEC programs and plans; and annual
review and evaluation of OPSEC programs and plans to determine its effectiveness in
the preceding year; and development of recommendations on improvements for the
next year and longer term (See paragraph 5f (4) below.).

(6) Make provision for cross-command cooperation on OPSEC programs (See
paragraphs 5f5 and 6h9 below.).

13
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Figure 3-1. Sample Operations Security Plan (continued)

c. OPSEC Plans.

(1) OPSEC will be considered during all operations, exercises, and activities
conducted by the unit. (Rule of Thumb: If an operation order or memorandum of
instruction is prepared, a written OPSEC plan must accompany it.) An OPSEC
paragraph or annex, appendix, tab, or enclosure (in accordance with [IAW] FM 101-5
format) will be prepared and maintained on file for at least 2 years after termination of
any event.

(2) The five-step OPSEC process articulated in AR 530-1 (Section |l; paragraphs
3-3 through 3-8) will be employed as the analytical process for identifying, analyzing,
and protecting critical information.

d. OPSEC Training.

(1) Within 90 days of arrival, newly assigned personnel will receive OPSEC
Orientation Training IAW AR 530-1, Appendix F, paragraph F-2a.

(2) Annual OPSEC Awareness Training will be conducted IAW AR 530-1,
Appendix F, paragraph F-2b.

(3) Designated OPSEC Officers will receive training IAW AR 530-1, Appendix F,
sample
e. Annual OPSEC Report. p
(1) The Division's annual OPSEC report is prepared by the Division OPSEC

Officer. Suspense for submission is 15 OCT annually; “as of’ date is 30 SEP. Format
IAW AR 530-1 (Appendix I; pages 17 and 18).

(2) The MSCs will provide annual OPSEC Reports to XX Division, ACofS G3
(ATTN: 10 Officer) NLT 09 Oct (as of 30 Sep) annually using the same format (above).

f. General.

(1) The denial of information to an adversary is a command responsibility.
However, every individual associated with any operation or activity must safeguard its
security. All personnel will handle any attempt by unauthorized personnel to solicit
sensitive or critical information as a SAEDA incident per AR 381-12.

(2) The MSCs will monitor current threat conditions and provide area specific
threat briefings to all assigned and attached personnel deploying on exercises or TDY
(See AR 525-13 and Msg, DA DAMO-ODL-FP, 011328Z Sep 99.)

14
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Figure 3-1. Sample Operations Security Plan (continued)

(3) The MSC OPSEC Programs and compliance with this program will be
reviewed as part of the Command Inspection Program (CIP). The MSCs will likewise
review compliance of their OPSEC Programs as part of their internal CIPs.

(4) XX Division and MSCs will conduct periodic OPSEC assessments and/or
surveys (see AR 530-1, paragraphs 4-3 and 4-8.) As a minimum, OPSEC
Assessments will be conducted annually. Results will be maintained on file for 2 years
and will be inspected for compliance during CIPs.

(5) Requests for support from external organizations to conduct and/or assist
OPSEC surveys and assessments will be routed through the Division ACofS, G3
(ATTN: 10). Use of Land Information Warfare Agency (LIWA) Information Operations
Vulnerability Assessment Division (IOVAD) support and assistance in the conduct of
OPSEC Surveys is encouraged.

(6) Duty appointment orders of MSC OPSEC officers will be forwarded to HQs,
XX Division (ATTN: 10) within 25 days of appointment. Division OPSEC officer will
forward to Il Corps OPSEC Officer within 30 days of their appointment.

(7) All commands and agencies empowered to enter into formal contracts will
ensure that OPSEC is considered in the activity for which the civilian agency’s support
is being obtained and specific OPSEC instructions are integrated into contracts using
DD Form 254.

6. Responsibilities.
a. Commanding General, XX Division.
(1) Responsible for the XX Division OPSEC Program.

(2) Provides command emphasis on OPSEC.

(3) Includes OPSEC effectiveness as an evaluation objective for exercises,
operations, and activities.

(4) Approves the EEFI for Division OPLANs, OPORDs, CONPLANSs, and
FRAGOs.

b. Chief of Staff. Supervises OPSEC planning and synchronization through
oversight of Division Information Operations (10).

e sample

(1) Assist ACofS, G3 in the OPSEC process. Obtain, evaluate, and provide
information on threat

15
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Figure 3-1. Sample Operations Security Plan (continued)

intelligence capabilities and provide threat analysis.

(2) Provide advice and assistance to ACofS, G3 and designated Division OPSEC
Officer regarding protective measures required to safeguard essential information and
EEFI.

(3) Provide multidiscipline counter-intelligence threat assessments, threat
awareness, and intelligence briefings in support of Division and MSCs, as required
and/or within capabilities.

(4) Assist MSC S2s who lack SIPRNet access with preparation of area specific
threat briefings for their deploying personnel. Conduct threat briefings for personnel
assigned to low density tenant units lacking organic intelligence staff support. Assist

MSCs in the preparation for and conduct of Antiterrorism Threat Travel Briefings for
unit deployments.

(5) Advise and assist ACofS, G6 COMSEC policy and guidance development.
d. ACofS, G3.

(1) Establish and monitor the Division OPSEC program, coordinate overall
OPSEC planning, and exercise primary staff responsibility for OPSEC planning and
implementation.

(2) Exercise tasking authority for the Division Commanding General.

(3) Designate Division OPSEC Officer on additional duty orders.

(4) Monitor annual individual OPSEC training requirements.

(5) Provide OPSEC Inspector for Division Command Inspection Team.

(6) Responsible for the development and distribution of Corps EEFI.

e. ACofS, G6. Sa m p |] @

(1) Develop and disseminate COMSEC policy and guidance in coordination with
ACofS, G2 and ACofS, G3.

(2) Exercise staff supervision over and evaluates COMSEC support of operations
and exercises; and determines the effectiveness of COMSEC planning and actions
taken to correct COMSEC weaknesses and improve OPSEC posture.

16
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Figure 3-1. Sample Operations Security Plan (continued)

(3) Provide advice and assistance to ACofS, G3 and designated Division OPSEC
Officer regarding signal security and communications security protective measures
required to safeguard essential information and EEFI.

f. Division Inspector General. Provide for evaluation of OPSEC as an integral part
of the Division CIP.

g. Division Public Affairs Officer.

(1) Ensure information released to media does not divulge Critical Information
(See paragraph 3d above.)

(2) In coordination with Division OPSEC Officer, support OPSEC education
through Division and Corps Command Information efforts.

h. Division OPSEC Officer. Sa m p |] @

(1) Responsible to ACofS, G3 for maintaining and implementing the Corps
OPSEC Program. Recommend OPSEC policies and guidance to the G3.

(2) Coordinate support for Division OPSEC requirements.

(3) Integrate OPSEC guidance and taskings into Division operations and exercise
plans, orders, and directives.

(4) Synchronize OPSEC with all other aspects of operations through active
participation in the Information Operations Integration Center (10IC).

(5) Prepare annual Division OPSEC report for submission to Il Corps.

(6) Maintain reference library to include all references listed at paragraph 2
above.

(7) Provide OPSEC educational materials to the Division PAO for dissemination
through the Division Command Information program.

(8) Develop and maintain OPSEC CIP Checklist for assessment of compliance
with this program.

i. Major Subordinate Commanders.

(1) Establish and maintain OPSEC programs IAW with this program.

(2) Make OPSEC a command emphasis item and include OPSEC effectiveness
as an evaluation objective for exercises, operations, and activities.

17
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Figure 3-1. Sample Operations Security Plan (continued)

(3) Approve your organization’s EEFI and circulate those lists amongst
subordinates as widely as security classification permits.

(4) Integrate assessment of compliance with Division and respective
organizational OPSEC programs into your CIPs.

(5) Educate subordinates and heighten their sensitivity to OPSEC and the
intelligence threat through active CIPs.

(6) Weigh the risks to mission accomplishment against the costs of protection and
decide what OPSEC measures to implement. Publish such measures in applicable
OPLANs, OPORDs, FRAGOs, and/or OPSEC Plans.

7. POC is CPT xxxxx x. xxxxx, Division OPSEC Officer, yyy—yga H D D p H @

18




30 MARCH 2001 Il CORPS & FH REG 530-1

Appendix A
References

Section I. Required References.

AR 530-1
Operations Security (OPSEC)

Section ll. Related References.

DoD Directive 2000.12
DoD Antiterrorism/Force Protection (AT/FP) Program

CJCS Instruction 3213.01A, 1997
Joint Operations Security

JP 1-02
DoD Dictionary of Military and Associated Terms

JP 3-54
Joint Doctrine for Operations Security

AR 25-55
Department of the Army Freedom of Information Act Program

AR 70-14
Publication and Reprints of Articles in Professional Journals

AR 340-21
The Army Privacy Program

AR 380-5
Department of the Army Information Security Program

AR 381-10
U.S. Army Intelligence Activities

AR 381-12
Subversion and Espionage Directed against the U.S. Army (SAEDA)

(S) AR 381-14
Technical Surveillance Countermeasures (TSCM) (U)

19
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AR 380-19
Information Systems Security

(O) AR 380-40
Policy for Safeguarding and Controlling Communications Security (COMSEC)
Material (U)

AR 380-53
Information Systems Security Monitoring

AR 381-20
The Army Counterintelligence Program

(S) AR 381-47
U.S. Army Offensive Counterespionage Operations (U)

AR 525-13
Antiterrorism Force Protection (AT/FP): Security of Personnel, Information, and Critical
Resources.

AR 525-20
Command and Control Countermeasures (C2CM) Policy

Message, DA (DAMO-ODL-FP), 011328Z SEP99
Antiterrorism Force Protection Training.

FM 101-5
Staff Organization and Operations

FORSCOM Memorandum 530-1
Forces Command Operations Security (OPSEC) Program

Fort Hood Regulation 1-201
Phantom Warrior Inspection Policy.

Fort Hood Regulation 350-1
lll Corps and Fort Hood Training Catalog.

Section lll. Referenced Forms

DD Form 254
Department of Defense Contract Security Classification Specialization

20
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Glossary

Section |. Abbreviations

ACofS
Assistant Chief of Staff

CIP
Command Inspection Program

COMSEC
Communications Security

CONPLAN
Concept Plan

CPT
Corps Plans Team

DA
Department of the Army

DOD
Department of Defense

DOIM
Directorate of Information Management

EEFI
Essential Elements of Friendly Information

FH
Fort Hood

FORSCOM
Forces Command

FPWG
Force Protection Working Group

21
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FRAGO
Fragmentary Order

IAW
in accordance with

I0IC
Information Operations Integration Center

IOVAD
Information Operations Vulnerability Assessment Division

LIWA
Land Information Warfare Agency

LTC
Lieutenant Colonel

MSCs
Major Subordinate Commands

MTT
Mission Training Team

OPLAN
Operations Plan

OPORD
Operations Order

OPSEC
Operations Security

PAO
Public Affairs Office/Officer

SC
Signal Corps

SAEDA
Subversion and Espionage Directed Against the Army

SIPRNET
SECRET Internet Protocol Router Network
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TDA
Table Distribution and Allowances

USA
United States of America

U.S.
United States

Section ll. Terms

Communications Security (COMSEC) - (FM 101-5-1)

The protection resulting from all measures designed to deny unauthorized persons
information of value, which might be derived from the possession and study of
telecommunications, or to mislead unauthorized persons in their interpretation of the
results of such possession and study. Communications Security includes
cryptosecurity, transmission security, emission security, and physical security of
COMSEC materials and information.

Computer Security (COMPUSEC) — (JP 1-02)
The protection resulting from all measures to deny unauthorized access and exploitation
of friendly computer systems.

Counterintelligence (Cl) — (AR 530-1)

Those activities, which are concerned with identifying and counteracting the threat to
security posed by foreign intelligence services or organizations, or by individuals
engaged in espionage, sabotage, subversion, or terrorism.

Critical Information — (CJCS Instruction 3213.01A)

Information about friendly activities, intentions, capabilities, or limitations that an
adversary needs in order to gain a military, political, diplomatic, or technological
advantage.

Critical Technology — (AR 380-10)

Technology that consists of:

(1) Arrays of design and manufacturing know-how (including technical data).

(2) Keystone manufacturing, inspection, and test equipment.

(3) Keystone materials.

(4) Goods accompanied by sophisticated operation, application, or maintenance know-
how that would make a significant contribution to the military potential of any country --

or combination of countries -- and compromise of which may prove detrimental to U.S.
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Security. (Critical Technology cannot be disclosed to any foreign government without
the written consent of the Office of the Chief of Staff for Intelligence, HQDA.)

Essential Elements of Friendly Information (EEFI) — (JP 1-02)

Key questions likely to be asked by adversary officials and intelligence systems about
specific friendly intentions, capabilities, and activities; so they can obtain answers critical
to their operational effectiveness. — (FM 101-5-1) The critical aspects of a friendly
operation that, if known by the enemy, would subsequently compromise, lead to failure,
or limit success of the operation and therefore, must be protected from enemy
detection.

Information Assurance (lA) — (JP 3-13)

Information Operations that protect and defend in-formation and information systems by
ensuring their availability, integrity, authentication, confidentiality, and nonrepudiation.
This includes providing for restoration of information systems by incorporating
protection, detection, and reaction capabilities.

Information Systems (INFOSYS) - (FM 101-5-1)
The entire infrastructure, organization, personnel, and components that collect, process,
store, transmit, display, disseminate, and act on information.

Information Systems Security (ISS) - (AR 380-19)

The protection of information systems against unauthorized access to or modification of
information, whether in storage, processing or transit, and against the denial of service
to authorized users or the provision of service to unauthorized users, including those
measures necessary to detect, document, and counter such threats. (Note: The
referenced regulation designates ISS as the security discipline, which encompasses
COMSEC, COMPUSEC, and control of compromising emanations [TEMPEST].)

Information Security — (AR 380-5)

The result of any system of policies and procedures for identifying, controlling, and
protecting from unauthorized disclosure, information whose protection is authorized by
executive order or statute. This includes information and material that requires special
controls for restricted handling within compartmented intelligence systems and for which
compartmentation is established.

Operations Security (OPSEC) - (JP 1-02)
A process of identifying critical information and subsequently analyzing friendly actions
attendant to military operations and other activities to:

(1) Identify those actions that can be observed by adversary intelligence systems.

(2) Determine indicators hostile intelligence systems might obtain that could be
interpreted or pieced together to derive critical information in time to be useful to
adversaries.

(3) Select and execute measures that eliminate or reduce to an acceptable level
the vulnerabilities of friendly actions to adversary exploitation.
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(FM 101-5-1) All measures taken to maintain security and achieve tactical surprise. It
includes counter-surveillance, physical security, signal security, and information
security. It also involves the identification and elimination or control of indicators, which
can be exploited by hostile intelligence organizations.

Operations Security Measures — (AR 530-1)
Methods and means to gain and maintain essential security about critical information.
The following categories apply:

(1) Action Control — The objective is to eliminate indicators or the vulnerability of
actions to exploitation by adversary intelligence systems. Select what actions to
undertake; decide whether or not to execute actions; and determine the “who,” “when,”
“‘where,” and “how” for actions necessary to accomplish tasks.

(2) Countermeasures — The objective is to disrupt effective adversary intelligence
gathering or prevent their recognition of indicators when collected materials are
processed. Using diversions, camouflage, concealment, jamming, threats, police
powers, and force against adversary information gathering and processing capabilities.

(3) Counter analysis — The objective is to prevent accurate interpretations of
indicators during adversary analysis of collected materials. This is done by confusing
the adversary analyst through deception techniques such as covers.

Physical Security — (FM 101-5-1)

That part of security concerned with physical measures designed to safeguard
personnel; to prevent unauthorized access to equipment, installations, material, and
documents; and to safeguard them against espionage, sabotage, damage, and theft.

Signal Security (SIGSEC) - (FM 101-5-1)

Measures intended to deny or counter hostile exploitation of electronic missions. Signal
Security includes communications security and electronic security.
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