ACERT/CC INFORMATION ASSURANCE/VULNERABILITY ALERT (IAVA) COMPLIANCE MESSAGE 99-031, SECURING WINDOWS NT 4.0 SERVER/WORSTATION
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SUBJECT: ACERT/CC INFORMATION ASSURANCE/VULNERABILITY ALERT (IAVA) COMPLIANCE MESSAGE 99-031, SECURING WINDOWS NT 4.0 

SERVER/WORSTATION. 

FOR OFFICIAL USE ONLY -- NOT FOR PUBLIC DISTRIBUTION SYSTEM ADMINISTRATORS/NETWORK MANAGERS ARE TO REPORT COMPLIANCE WITH THIS ALERT TO THEIR COMMAND IA OFFICER IAW PROCEDURES ESTABLISHED BY YOUR COMMAND/ACTIVITY. 

1.0 (U) FOR MACOM/ACTIVITY COMMANDERS: 

1.1 (U) THIS ALERT IS ISSUED ON BEHALF OF THE ARMY DCSOPS AND 

ARMY CIO. IT REQUIRES IMMEDIATE ACTION/MANDATORY COMPLIANCE BY ALL MACOMS/ACTIVITIES. 

1.2 (U) TO SUPPORT THE DA REPORTING REQUIREMENT, MACOM/ACTIVITIES ARE REQUIRED TO ACKNOWLEDGE RECEIPT OF THIS MESSAGE  AND PROVIDE A CONSOLIDATED FOLLOW-ON REPORT TO ACERT ON THE ACTIONS TAKEN BY THEIR COMMAND IAW PARA 2.

2.0 (U) MACOM/ACTIVITY INFORMATION ASSURANCE (IA) OFFICERS AND 

RCERT ACTIONS: 

2.1 (U) ACKNOWLEDGMENT SUSPENSE IS 302100Z APR 99. 2.2 (U) COMPLIANCE SUSPENSE IS 212100Z MAY 99. 

2.4 (U) SYSTEM ADMINISTRATORS/NETWORK MANAGER SECURITY ACTIONS: 

3.0 (U) ACKNOWLEDGE RECEIPT OF THIS ADVISORY TO YOUR MACOM/ACTIVITY IA OFFICER IN SUFFICIENT TIME TO MEET THE COMPLIANCE SUSPENSE AND TAKE APPROPRIATE ACTIONS ON THOSE SYSTEMS THAT YOU CONTROL. 

4.0 (U) DESCRIPTION: THE FOLLOWING ARE STEPS WHICH NEED TO BE TAKEN IN ORDER TO SECURE A WINDOWS NT 4.0 SERVER/WORKSTATION. 

5.0 (U) BACKGROUND: RECENT COMPUTER RELATED SECURITY EVENTS THROUGHOUT THE DEPARTMENT OF DEFENSE HAVE RESULTED IN AN INCREASED INTEREST IN THE SAFETY OF THE DATA CONTAINED IN OUR INFORMATION SYSTEMS. AS NEW THREATS TO SECURITY EMERGE, MICROSOFT ATTEMPTS TO HANDLE THESE BY RELEASING HOTFIXES, SERVICE PACKS AND EVEN COMPLETE OS REVISIONS. THE FOLLOWING IS A SIMPLE GUIDE TO SECURING AN NT 4.0 SERVER/WORKSTATION. 

6.0 (U) AFFECTED SUPPORTED VERSIONS: MICROSOFT WINDOWS NT 4.0 SERVER/WORKSTATION.

7.0 (U) RECOMMENDED STEPS TO SECURE A WINDOWS NT 4.0 SERVER/ WORKSTATION: 

A. ENSURE THAT ALL HOTFIXES, AND SERVICE PACKS ARE INSTALLED ON YOUR COMPUTER. THE MOST CURRENT SERVICE PACK FOR NT 4.0 SERVER\WORKSTATION IS SERVICE PACK 4. THIS SERVICE PACK IS THE FIRST TO BE Y2K COMPLIANT. THOSE WHO HAVE NOT YET INSTALLED SERVICE PACK 4 SHOULD MAKE THIS THEIR PRIORITY. APPLY THE POST SP4 HOTFIXES (OBTAINED FROM FTP://FTP.MICROSOFT.COM/BUSSYS/WINNT/WINNT-PUBLIC/FIXES/USA/NT40 /HOTFIXES-POSTSP4/) IN THE FOLLOWING ORDER: 

(NOTE: REVIEW THE README FILE FOR HARDWARE/SOFTWARE COMPATIBILITY.) 

- NPRPC-FIX 

- SMS-FIX 

- TCPIP-FIX 

- SMSS-FIX 

- SCRNSAV-FIX 

B. IF YOU MUST USE SP3, APPLY THESE POST-SP3 HOTFIXES (OBTAINED 

FROM  FTP://FTP.MICROSOFT.COM/BUSSYS/WINNT/WINNT-PUBLIC/FIXES/USA/NT40/HOTFIXES-POSTSP3/) IN THE FOLLOWING ORDER: (NOTE: REVIEW THE README FILE FOR HARDWARE/SOFTWARE COMPATIBILITY.): 

- DNS-FIX 

- LSA2-FIX 

- ADMIN-FIX 

- NDIS-FIX 

- TEARDROP2-FIX 

- SRV-FIX 

- Y2K-FIX 

- PRIV-FIX 

*NOTE: MICROSOFT RECOMMENDS THAT AFTER INSTALLING ANY NEW APPLICATIONS, THE SERVICE PACK AND THEIR HOTFIXES BE REINSTALLED IN ORDER. 

C. PASSWORDS MUST CONSIST OF AT LEAST EIGHT ALPHANUMERIC CHARACTERS. FOR INCREASED SECURITY, MIX IN SPECIAL CHARACTERS LIKE  +$% AND CAPITAL LETTERS. 

D. RENAME THE ADMINISTRATOR ACCOUNT. (THIS IS A USER MANAGER FUNCTION.) 

E. DISABLE THE GUEST ACCOUNT. (THIS IS A USER MANAGER FUNCTION.) 

F. IMPLEMENT A SCREEN SAVER PASSWORD. (NOTE: TO SAVE PROCESSOR TIME DO NOT CHOOSE ANY OF THE FOUR OPEN GL ITEMS.)

G. ARMY POLICY DICTATES THAT PASSWORDS IN UNCLASSIFIED SYSTEMS BE CHANGED EVERY SIX MONTHS; HOWEVER, INCREASED SECURITY IS ACHIEVED BY CHANGING THE PASSWORD EVEN MORE FREQUENTLY. 

H. USE REGEDT32 TO SECURE THE NT4 SERVER/WORKSTATION REGISTRY SETTINGS. (NOTE: PLEASE REFERNECE WWW.ACERT.BELVOIR.ARMY.MIL, CLICK ON THE SECURITY TAB, CLICK ON SECURITY GUIDELINES. CLICK ON SECURING WINDOWS NT SERVER/WORKSTATION.) 

*NOTE: REGISTRY EDITOR SHOULD BE USED ONLY BY INDIVIDUALS WHO THOROUGHLY UNDERSTAND THE TOOL, THE REGISTRY ITSELF, AND THE EFFECTS OF CHANGES TO VARIOUS KEYS IN THE REGISTRY. MISTAKES MADE IN REGISTRY EDITOR COULD RENDER PART OR ALL OF THE SYSTEM UNUSABLE. 

I. ENSURE THAT THE TYPE OF FILE SYSTEM YOU ARE USING IS THE NTFS FILE SYSTEM VERSUS THE FAT FILE SYSTEM. 

*NOTE: IF YOU ARE CURRENTLY RUNNING THE FAT FILE SYSTEM AND ARE NOT FAMILIAR WITH THE NTFS CONVERSION PROCESS, PLEASE CONSULT EITHER A MORE ADVANCED ADMINISTRATOR OR MICROSOFT SUPPORT. 

J. CONFIGURE FILE AND DIRECTORY PERMISSIONS. 

*NOTE: PLEASE REFERENCE WWW.ACERT.BELVOIR.ARMY.MIL, CLICK ON THE SECURITY TAB, CLICK ON SECURITY GUIDELINES. CLICK ON SECURING WINDOWS NT SERVER/WORKSTATION. 

K. ENABLE AUDITING FOR THE FOLLOWING EVENTS: 

AUDIT OPTIONS 

SUCCESS 

FAILURE 

LOGON AND LOGOFF 

* 


* 

FILE AND OBJECT ACCESS DO NOT CHECK 

* 

USE OF USER RIGHTS 

* 


* 

USER AND GROUP MANAGEMENT * 


* 

SECURITY POLICY CHANGES 
* 


* 

RESTART, SHUTDOWN, AND SYSTEM * 

* 

PROCESS TRACKING 
DO NOT CHECK 

* 

L. (1) NEED TO MAKE SURE THE RDISK AND BACKUP TAPES ARE KEPT IN  A SECURE ENVIRONMENT. CAN BE USE TO CRACK DOMAIN PASSWORDS. 

(2) MUST DISPLAY THE DOD BANNER AT LOGON. (SEE WWW.RCERTE.5SIGCMD.ARMY.MIL FOR SETUP). 

(3) GOTO CONTROL PANEL/SYSTEM/PEFORMANCE AND CHANGE MAX REGISTRY SIZE TO 40 MB FOR NT WORKSTATION. FOR NT SERVER CHANGE TO 50 MB. 

(4) GOTO EVENT VIEWER AND SET EACH LOG (APPLICATION, SECURITY SERVER) TO 2048 KB FOR NT WORKSTATION. FOR NT SERVER SET TO 15040 KB. 

M. INSURE THE LATEST VIRUS SOFTWARE AND ASSOCIATED DAT FILES (NEW VIRUS DETECTION CODE) ARE LOADED. USE MCAFEE'S OR NORTON'S LIVE/AUTO-UPDATE TO DO THIS EFFORTLESSLY.

8.0 (U) FOR A DETAILED GUIDE TO SECURING WINDOWS NT 4.0 GOTO: 

WWW.ACERT.BELVOIR.ARMY.MIL, CLICK ON THE SECURITY TAB, CLICK ON SECURITY GUIDELINES. CLICK ON SECURING WINDOWS NT SERVER/WORKSTATION. THE FOLLOWING ARE A LIST OF SITES WHICH CONTAIN INFORMATION ON NT SECURITY AND THE LATEST VULNERABILITIES: 

SECURING WINDOWS NT INSTALLATION URL: 

HTTP://WWW.MICROSOFT.COM/NTSERVER/SECURITY/EXEC/OVERVIEW/ 

SECURE_NTINSTALL.ASP 


SECURE WINDOWS NT INSTALLATION AND CONFIGURATION GUIDE: 

HTTP://INFOSEC.NAVY.MIL/COMPUSEC/NTSECURE.HTML 

HTTP://WWW.TECHNOTRONIC.COM/MICROSOFT.HTML 

HTTP://WWW.NTSECURITY.NET 



9.0 (U) MACOM/ACTIVITY IA OFFICERS AND PROJECT MANAGERS ARE REMINDED TO REPORT IF THE INSTALLATION OF A RECOMMENDED FIX REQUIRED BY AN ADVISORY OR ALERT WILL DEGRADE THE OPERATING SYSTEM OR PREVENT PROPER OPERATION OF THEIR SYSTEMS. IF APPLYING THE RECOMMENDED FIX  IS DETRIMENTAL TO THE PROGRAM OR SYSTEM, THE MACOM/PM POC WILL PROVIDE WRITTEN NOTIFICATION OF SUCH ACTIONS AND THE STEPS TAKEN TO MINIMIZE THE RISK ASSOCIATED WITH THE VULNERABILITY. 

10.0 (U) IF YOU BELIEVE YOUR SYSTEM HAS BEEN COMPROMISED OR ATTACKED, CONTACT THE REGIONAL CERT SERVICING YOUR COMMAND. RCERT-EUROPE RCERTE@HQ.5SIGCMD.ARMY.MIL  

RCERT-CONUS RCERT@HQASC.ARMY.MIL 

RCERT-PACIFIC PACRCERT@SHAFTER-EMH3.ARMY.MIL 

RCERT-KOREA BRITTE@SEOUL-1SIG.KOREA.ARMY.MIL 

11.0 (U) FOR MORE INFORMATION ON THE ACERT/CC OR TO OBTAIN ANY OF THE ACERT/CC SERVICES, THE ACERT/CC CAN BE CONTACTED: 

VIA PHONE AT 1-888-203-6332, (703) 706-1113, DSN 235-1113 

VIA NONSECURE FAX AT (703) 806-1152, DSN 656-1154 

VIA SECURE FAX AT (703) 806-1004, DSN 656-1004 

VIA NIPRNET AT ACERT@LIWA.BELVOIR.ARMY.MIL 

VIA SIPRNET AT ACERT@INSCOM.ARMY.SMIL.MIL 

WEBPAGE: HTTP://WWW.ACERT.BELVOIR.ARMY.MIL 

12.0 (U) POINTS OF CONTACT (POC): 

A. POLICY POC'S FOR THIS MESSAGE ARE: MR PHILLIP LORANGER, 

SAIS-IAS, TELEPHONE: (703) 607-5887; EMAIL: LORANPJ@HQDA.ARMY.MIL 

AND LTC LEROY LUNDGREN, SAIS-IAS, TELEPHONE (703) 604-8377; 

EMAIL: LUNDGL@HQDA.ARMY.MIL. 

B. TECHNICAL POC IS ACERT/CC AT 888-203-6332, 

EMAIL: ACERT@ACERT.BELVOIR.ARMY.MIL.

