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Windows 2000 Security Checklist

 Last Update – 13 September 2002

Developed by the US Army Signal Center, School of Information Technology, IA Division, Ft Gordon, GA

========================================================================

Building a secure computer network system requires careful planning. Recent computer-related security events throughout the Department of Defense and specifically, the U.S. Army, have resulted in an increased interest in the safety of the data contained in our information systems. The file system, user account directory, user authentication system, memory management, environment subsystems, and other components all require special design consideration if the system is to be secure.  As new threats to security emerge, Microsoft attempts to handle these by releasing Hotfixes, Service Packs and even complete OS revisions.  Accordingly, there are no absolutes for establishing a completely secure computing environment. The following checklist is designed to be a guide to securing a Windows 2000 Server/Workstation but is by no means the end all to securing the operating system.  

This checklist is composed of information from numerous information security sources.  Security information was added from the National Security Agency (NSA), Defense Information Systems Agency (DISA), Sun Microsystems, the System Administrator Networking Security Institute (SANS), and various US CERT/RCERT/ACERT alerts.  The Checklist’s purpose is to assist in removing common and known security vulnerabilities under the Windows 2000 Operating System.  It is based around discovered security vulnerabilities and other checklists that are readily available (see references in Appendix B).
In order to make effective use of this checklist, readers should have an understanding of the Windows 2000 operating system and basic system administration concepts.  References to books on Windows 2000 can be found in Appendix B.  

SUGGESTIONS:

· If possible, apply this checklist to a system BEFORE attaching it to a network.

· Use the checklist on a regular basis as well as after you install any hotfixes or service packs or new versions of the operating system. 

· For ease of use, this checklist has been organized into separate, logically cohesive sections.  All sections are important.   The section are 1.0 Physical Security, 2.0 System Security, 3.0 Network Security, 4.0 Account Security, 5.0 Auditing/Logging, Appendix A Windows 2000 Security Links and Appendix B References

Note: 1:  Any trademarks, which appear in this document, are registered to their respective owners.  Windows NT ®, Windows NT Workstation ®, Windows NT Server ®, Windows ®, and Microsoft ®  are registered trademarks of Microsoft Corporation.  Registry keys and Knowledge Base articles (Q) are copyrighted by Microsoft Corporation.  OS/2® is a registered trademark of International Business Machines Corporation.  

Posix® is a registered trademark of the Open Software Foundation.

NO WARRANTY
The School of Information Technology (SIT) makes no guarantees concerning the security of your system, it cannot guarantee that you will not be hacked, nor can it guarantee that you will not lose data by implementing this checklist.  The system administrator assumes the risk for implementing the procedures outlined.  Any material furnished by the U.S. Signal Center, School of Information Technology is furnished on an "as is" basis.  The U.S. Signal Center, School of Information Technology makes no warranties of any kind, either expressed or implied as to any matter including, but not limited to, warranty of fitness for a particular purpose or merchantability, exclusivity or results obtained from use of the material. The U.S. Signal Center, School of Information Technology does not make any warranty of any kind with respect to freedom from patent, trademark, or copyright infringement. 

Physical Security

	1.1 Server Access

	Vulnerability
	Countermeasure

	Physical access by unauthorized personnel could result in theft of peripherals, denial of service, security overrides via removable media, or miscellaneous tampering.

Remember that there is NO security without Physical Security.  Access to the interior of the CPU case exposes the computer to theft, sabotage, and reconfiguration.
	( 1. Place the server in a locked room accessible only by the System Administrator.

· Maintain a list of personnel authorized entry

· Establish key/access control.

( 2. PHYSICALLY lock the CPU case



	1.2 Input/Output Devices

	Vulnerability
	Countermeasure

	If your system has peripheral devices connected, then it will not take an attacker long to gain access.  Removal of input devices prevents any one from causing the system to execute programs or load software.
	( 1. Remove the Keyboard, mouse, and monitor, if possible.




	1.3 Hard drives

	Vulnerability
	Countermeasure

	It is trivial to take the hard drive from one system and read it on another. Hard drives are the goal of any attacker who has physical access to your system.
	( 1. Physically lock the CPU case.


	1.4 BootSequence

	Vulnerability
	Countermeasures

	An operating system can be rebooted using removable media.  Once rebooted, the operating system can be modified or reinstalled, overriding password controls. 
	( 1. CHANGE the Boot sequence (in the CMOS).  

· Change boot sequence to Hard drive, CDROM, then Floppy.  For complete safety, change it so only the hard drive is available for boot.

Note:
· Most personal computers today can start a number of different operating systems. For example, if  normally Windows 2000 is started from the C: drive,  another version of Windows could be selected from another drive, including a floppy drive or CD-ROM drive. If this happens, security precautions taken within the default version of Windows 2000 might be circumvented. 

· In general, install only those operating systems required. For a highly secure system, this will probably mean installing one version of Windows 2000 and ensuring that all partitions are NTFS volumes.  


	1.5 CMOS Passwords

	Vulnerability
	Countermeasures

	Access to the CMOS enables changing of the boot sequence order.  Changing the boot sequence can enable reboot via removable media.


	( 1. INSTALL a CMOS password.




	1.6 System boot time 

	Vulnerability
	Countermeasures

	Computers can contain multiple bootable partitions and allow for the user to choose between which operating system they would like to boot up in.  Some operating systems offer insufficient security and could possibly circumvent security.


	( 1. SET the system boot time to zero (0) seconds 

· Open "My Computer" on the desktop

· Select your boot drive, normally C: 

· Change the view properties to show file extensions, hidden/system files and protected system files

· Double click on the boot.ini file and edit it so that it has the "timeout" value set to "0".

· Save and close the editor

· (optional) Reset view properties to reflect pre-editing values.

· Close all unneeded windows.


	1.7 Lock Workstations 

	Vulnerability
	Countermeasures

	If workstation consoles are left unattended and not secured, unauthorized personnel could access the workstation and the associated network.

system.
	( 1. LOCK your workstation/console whenever a workstation/console is left unattended.

Press <Ctl>, <alt> <del> simultaneously.  The default is “Lock Workstation”, then hit Enter

( 2. Here is how you create a shortcut to lock a computer without using the "Ctrl, Alt, Del" keys.
· Start Windows Explorer.  
· Navigate to \%userprofile%\application data\microsoft\internet explorer\quick launch (e.g., C:\documents and settings\john\application data\microsoft\internet explorer\quick launch).

· Right-click in the right-hand pane and select New, Shortcut.

· Enter "rundll32.exe user32.dll,LockWorkStation" without the quotes and click Next.

· Name the shortcut "Lock Workstation" and click Finish.

· To change the icon highlight the following text and select the appropriate icon.

· Select the icon shortcut you just created.

· Right click and select properties.

· Select "Change Icon" in the lower right corner.

· Select the following text: %SystemRoot%\system32\SHELL32.dll and paste the text in the "File  Name" box.  Select "OK" and "OK".

· If you want to place the icon in the System Tray drop and drag the icon to the position desired.  Delete the icon on the desktop.




	1.8 Screen Saver Passwords

	Vulnerability
	Countermeasure

	If a workstation is left unattended and the screen saver is not password protected, unauthorized personnel could access the workstation and the associated network.


	( 1.   IMPLEMENT a Screen Saver Password 

· Right click on the desktop background

· Select properties

· Select the "Screen Saver" tab.

· Choose a screen saver from the screen saver drop down menu.  Make sure you choose one that enables the "password protected" 

· Check the password protected box.  Your Windows 2000 password will now grant you access should the screen saver engage.

· Set the wait time so that the screen will engage in 15 minutes or less.  A specified period of 3-5 minutes of no activity is recommended.

· Click on the apply button and close the display properties window


	1.9 Backups 

	Vulnerability
	Countermeasures

	Since backup tapes contain sensitive information from your system, to include user data, and passwords, they become a target for anyone who has physical access to your system.


	( 1. Ensure the following are addressed in you local IA SOP

· MAKE regular backups.

· UPDATE your backups whenever you update or change your system.

· ENSURE that EVERYTHING on your system is addressed in your backup plan.

· DO NOT reuse a backup tape too many times because it will eventually fail.

· RESTORE a few files from your backup tapes on a regular basis.  This ensures that you have good backup tapes.

· REBUILD your system from a set of backup tapes to be certain that your backup procedures are complete.

· KEEP your backup tapes under lock and key.

· Keep written records of key backup and system configuration information.

· Store back-up tapes off-site whenever possible.

· Encrypt back-up tapes whenever possible.

( 2. Create an Emergency Repair Disk

· Click the Start button, Select Programs, Select Accessories, Select System Tools, click Backup

· On the General Tab, click the Create an Emergency Repair Disk button.

· When prompted, insert a blank, formatted 1.44 MB disk in the floppy drive and click OK

· When the process is complete, remove the disk, label it “Emergency Repair disk” and then store it in a safe location.

Note:

Make sure to create an ERD when your computer is functioning well so that you are prepared if you need to repair system files


	1.10  Emergency Repair Disks (ERD)

	Vulnerability
	Countermeasure

	The Emergency Repair Disk (ERD) provides the capability to repair or recover a system that can't load Windows 2000. The ERD provides the capability to repair problems with system files and the partition boot sector. This situation occurs when the hard disk fails or when some of the system files are corrupted or accidentally deleted. System files are the files Windows 2000 uses to load, configure, and run the operating system. If some system files are missing or corrupted, you can use the ERD to repair those files.

Note:
Try using safe mode or the Recovery console before using an ERD.
	( 1. Repair damaged system with ERD.

If a system failure occurs, you can start the system using the Windows 2000 Setup CD or the Windows 2000 Setup floppy disks which can be created by running Makeboot.exe from the Boot disk folder on the Windows 2000 Setup CD. Then use the Emergency Repair Process to restore core system files. 

(2. Re-apply the checklist after a repair to ensure the integrity of the security of the system.

Important
· The ERD allows you to make only basic system repairs, such as to the system files, boot sector, and startup environment. The ERD does not back up data, programs, or the registry and is not a replacement for regular system backups.

· The Windows 2000 ERD, unlike the ERD used with Windows NT, does not contain a copy of the registry files. The backup registry files are in the folder %SystemRoot%\Repair. However, these files are from the original installation of Windows 2000. In the event of a problem, they can be used to return your computer to a usable state. 

· When you back up system state data, a copy of your registry files is placed in the folder %SystemRoot%\Repair\Regback. If your registry files become corrupted or are accidentally erased, use the files in this folder to repair your registry without performing a full restore of the system state data. This method is recommended for advanced users only and can also be accomplished by using the Recovery Console commands.
· Because missing or corrupted files are replaced with files from the Windows 2000 CD, any changes you made to the system after the original installation are lost.

· The ERD must include current configuration information. Make sure that you have an ERD for each installation of Windows 2000 on your computer, and never use an ERD from another computer.
· To restore your settings from the ERD, the Windows 2000 CD, the Windows 2000 Setup disks, and the ERD are required. During the restoration process, you can press F1 for more information about your options.  


	1.11  Removable Media

	Vulnerability
	Countermeasure

	Autoplay begins reading from a drive as soon as media is inserted in the drive. As a result, the setup file of programs and the sound on audio media starts immediately.


	( 1. Configure NoDriveTypeAutoRun

· Select Start>programs>admin tools>active directory users and computers

· Right click domain controller

· Select properties>group policy>highlight default policy and choose edit

· Select Computer configuration>administrative templates>windows components

· Right click windows installer

· Select enabled

· Click OK

· Close all windows 

Alternative method via the registry

     Note: Ignore the Explorer key & Create a value

Registry Hive: HKEY_LOCAL_MACHINE

Subkey: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
Value Name: Explorer

Data Type: REG_DWORD

Value Data: "0X0" to "0XFF (default 0x95)

Description

· Disables the Autoplay feature on all drives of the type specified.

· This entry stores the setting of the Disable Autoplay Group Policy. Group Policy adds this entry to the registry when you enable the Disable Autoplay policy. If you disable the policy or set it to Not configured, Group Policy deletes this entry from the registry, and the system behaves as though the value is 0x95.

· This entry is a bitmapped value. To disable Autoplay on a particular type of drive, set the bit representing that drive type to 1.   To disable more than one type of drive, set the bits representing each type to 1, or sum the hexadecimal values of the representative bits.

Value                Meaning

0x1        Disables Autoplay on drives of unknown type. 

0x4        Disables Autoplay on removable drives. 

0x8        Disables Autoplay on fixed drives.

0x10      Disables Autoplay on network drives. 

0x20      Disables Autoplay on CD-ROM drives. 

0x40      Disables Autoplay on RAM disks. 

0x80      Disables Autoplay on drives of unknown type. 

0xFF     Disables Autoplay on all types of drives.

· By default, Autoplay is disabled on removable drives, such as the floppy disk drive (but not the CD-ROM drive), and on network drives. The default value 0x95 (149) is the sum of 0x1, 0x81 (unknown types), 0x4 (floppy drives), and 0x10 (network drives).

Change method

· To change the value of this entry, use Group Policy. This entry corresponds to the Disable Autoplay Group Policy (Computer Configuration\Administrative Templates\System).

Note:
· A Media Change Notification (MCN) message from the CD-ROM drive triggers Autoplay. If the Windows interface does not receive this message, Autoplay does not operate, regardless of the value of this entry. Entries that suppress the MCN message, such as Autorun and AutoRunAlwaysDisable also disable Autoplay.

· Autoplay is also disabled on any drive if it is disabled by the value of NoDriveAutoRun (in HKLM or HKCU) or NoDriveTypeAutoRun (in HKLM or HKCU). But if NoDriveAutoRun or NoDriveTypeAutoRun appears in HKEY_LOCAL_MACHINE, the corresponding entries in HKEY_CURRENT_USER are ignored.

· You can use the Disable Autoplay Group Policy to add CD-ROM drives to the list of drive types already disabled (removable drives, network drives, and unknown drives) or to disable Autoplay on all drives. You must edit the registry to set any other value.


	1.11.1  Installation of Software 

	Vulnerability
	Countermeasures

	Users can use removable media to install new software


	( 1. Configure Group Policy to disable MS Windows Installer

       Group Policy Settings for Managing the Behavior of Windows Installer

Group Policy Setting                                
Disable Microsoft Windows Installer             

Prevents users from installing unauthorized applications by preventing the use of the Windows Installer to install software that is not assigned or published to them. However, software that is not installed by using Windows Installer is not affected.


	1.11.2  Introduction of Viruses 

	Vulnerability
	Countermeasures

	User's can introduce viruses or damaging programs into the system via removable media.
	( 1. Configure Group Policy to disable access to CDROM or floppy

· Select Start>programs>admin tools>active directory users and computers

· Right click domain controller>properties>group policy>highlight default policy and choose edit

· Select computer configuration>windows settings>security settings>local policies>security options

· Right click "restrict CD-ROM access to locally logged-on user">define policy settings>choose enable

· Right click "restrict floppy access to locally logged-on user"

· Select OK 

· Close all windows


	1.12  Check equipment for unauthorized attached devices

	Vulnerability
	Countermeasure

	Devices can be attached to equipment which can record network transmission, keystrokes, or other information
	( 1.  IT equipment should not have any attached equipment or connections that are unknown to the system administrator.  Check network transmission lines for additional devices.  Check USB, serial, and parallel ports for attached equipment.


	1.13  Uninterruptible Power Supplies (UPS)

	Vulnerability
	Countermeasure

	Unexpected power loss can compromise security and data integrity
	( 1.  Install Uninterruptible power supplies on all critical IT systems.


	1.14  Smart Card Readers

	Vulnerability
	Countermeasure

	Equipment must be in place before advanced authentication methods can be utilized.
	( 1.  Install Smart Card readers to enable advanced authentication techniques.




	1.15  Configuration Management

	Vulnerability
	Countermeasures

	Rebuilding a system from scratch can be complicated by a lack of documentation.  Backup tapes/disks are not always enough.
	( 1.  Document all hardware and software configurations in a Configuration Management database.  Including but not limited to:

· System architecture

· Key nodes and connections identified.

· Software Inventory 

· Patches and OS versions information

· BIOS and partitioning information.

· Additional device drivers per requirements.

· Document and mark all cables and connections.


	1.16  Contingency Planning

	Vulnerability
	Countermeasures

	If Information Technology operations are disrupted, mission critical functions could be lost.
	( 1. Ensure the following are addressed in you local IA SOP

· Minimize the impact of fire, flood, civil disorder, natural disaster, or bomb threat.

· Identify an alternate site containing compatible equipment. 

· Identify backup procedures if the primary IT operation site is disrupted.

· Destruction or safe guarding plan in case of site evacuation (classified sites)

· Plan the test - test the plan.


	1.17 Facilities

	Vulnerability
	Countermeasures

	Improperly maintained facilities can be a source of service disruption.
	( 1. Ensure the following are addressed in you local IA SOP

· Separate black-red communication lines.

· If TEMPEST requirements apply to the system, has TEMPEST testing been accomplished. 

· Are TEMPEST test results acceptable or is the physical control zone sufficient. 

· Conduct a physical risk assessment.

· Is there adequate power or UPS support available.

· Make sure hardware and software configurations support the security policy.

· Maintain proper temperatures per manufacturer specifications.

	1.18 syskey

	Vulnerability
	Countermeasures

	To provide greater level of protection for master keys and various other secrets use the system key. The system key protects the following sensitive information:
· Master keys that are used to protect private keys 

· Protection keys for user account passwords stored in Active Directory 

· Protection keys for passwords stored in the registry in the local Security Accounts Manager (SAM) registry key 

· Protection keys for LSA secrets 

· The protection key for the administrator account password that is used for system recovery startup in safe mode 


	( 1. For all computers in a domain, the secret key is enabled by default and all master keys and protection keys stored on a computer are encrypted with the unique 128-bit symmetric random system key. The system key must be in volatile memory on the operating system during system startup to unlock the password protection key. There are three ways to configure the system key for computers:
· Use a computer-generated random key as the system key and store it on the local system by using a complex obfuscation algorithm that scatters the system key throughout the registry. This option allows you to restart the computer without having to enter the system key. This is the default configuration for the system key. 

· Use a computer-generated random key, but store it on a floppy disk. The system key is not stored anywhere on the local computer, and the floppy disk must be inserted for the system to start. It is inserted when prompted after Windows 2000 begins the startup sequence, but before it is available for users to log on to the system. 

· Use a password chosen by the administrator to derive the system key. The password is not stored anywhere on the computer. Windows 2000 prompts the administrator for the password when the system is in the initial startup sequence, but before the system is available for users to log on. 

The system key configuration options are available from the system key dialog boxes that appear when you run syskey. For computers in a domain, you must be a member of the Domain Admin group to run syskey. For stand-alone computers, you must be logged on as the local Administrator to run syskey. You can configure the system key differently for each computer in the domain.

System key protection is enabled by default in each domain, but you might want to change the default system key option for various computers in a domain. You also might need to enable system key protection for stand-alone computers.
To configure system key protection
1. Type syskey at the command prompt. This brings up the dialog box. After system key protection is enabled, it cannot be disabled.
2. If it is not already selected, click Encryption Enabled, and then click OK. After a reminder that you should create an updated emergency repair disk, you are presented with options for the Account Database Key.  The default option is a system-generated password that is stored locally.
3. Select the system key option that you want, and then click OK. 

4. Restart the computer. 

When the system restarts, you might be prompted to enter the system key, depending on the key option you chose. Windows 2000 detects the first use of the system key and generates a new random password encryption key. The password encryption key is protected with the system key, and then all account password information is strongly encrypted.

At subsequent startups:

1. Windows 2000 obtains the system key, either from the locally stored key, the password entry, or insertion of a floppy disk, depending on the option you chose. 

2. Windows 2000 uses the system key to decrypt the master protection key. 

3. Windows 2000 uses the master protection key to derive the per-user account password encryption key that is then used to decrypt the password information in Active Directory or the local SAM registry key. 

The syskey command can be used again later to change the system key storage option or to change the password.

To change the system key option or password

1. Type syskey at a command prompt to bring up the initial system key dialog box. 

2. Click Update. 

3. In the Account Database Key dialog box, select a key option or change the password, and then click OK. 

4. Restart the computer. 

Changing the system key requires knowledge of, or possession of, the current system key. If the password-derived system key option is used, syskey does not enforce a minimum password length; however, passwords longer than 12 characters are recommended. The maximum length is 128 characters.

Warning

If the system key password is forgotten or the floppy disk that contains the system key is lost, it might not be possible to start the system. Protect and store the system key safely. If it is on a floppy disk, make backup copies and store them in a different location. The only way to recover the system if the system key is lost is by using a repair disk to restore the registry to a state prior to enabling system key protection. This means that you would lose any information or changes which have accrued since then.
System key options can be configured independently on all computers in a domain. When configured for the system key, each computer has a unique password encryption key and a unique system key. For example, the first domain controller might be configured to use a computer-generated system key stored on a disk, and secondary domain controllers might each use a different computer-generated system key stored on the local system. A computer-generated system key stored locally on a primary domain controller is not replicated.

Before enabling the system key when you have a single domain controller, you might want to ensure that a second, complete, updated domain controller is available as a backup system until changes to the first domain controller are complete and verified. Before you change the system key options on a computer, it is recommended that you make a fresh copy of the emergency repair disk for that computer. 


System Security

	1.19 Service Packs/Hot Fixes/Patches

	Vulnerability
	Countermeasure

	IAW MSG DTG 042100Z Mar99 Fm ACERT Ft Belvoir VA.

A. Ensure all Hotfixes (HF)and Service Packs (SP) approved by ACERT are installed on your computer. 

Note: Review the service pack read me file for hardware/software compatibility. HF/SP may, in some cases decrease the level of security on your system. Re-implement this checklist again after installing any new HF/SP.  
Failure to comply with these directives could leave your system susceptible to a variety of vulnerabilities and attacks.
	( 1. Verify the most-current service pack for Windows 2000 is installed.

· From the menu bar click “Start” and then “Run”.

· Type “winver.exe” in the dialog box and click OK. 

(You should see a dialog box that displays the following info. “Version 5.0 (Build 2195: Service Pack 1 or greater).”) 

(  2. Verify 128 bit version of the Service Pack 1 is installed:

· Select the NDISWAN.SYS member in the %systemroot%\System32\Drivers directory.

· Right-click on the member to bring up the context menu.

· Select “Properties” from the context menu.

· Select the “Version” tab.

(If the Description does not specify “US/Canada,” then this is not the 128-bit version.) 

Note: Run SPI-2000 after installing HF/ SP. This will help you to detect changes within your system. 


	1.20 Remove POSIX & OS/2 Support

	Vulnerability
	Countermeasures

	Ensure that support for POSIX and OS/2 is removed from the 2000 Server. Vulnerabilities exist that could be exploited if not removed. OS/2 and POSIX subsystems are actually mapped to calls in the Win32 subsystem where the actual functionality is implemented. This can allow programs written for these subsystems to run at root.
	( 1. OS/2 Subsystem File Components
· Select the “Search” button from the Tools bar.

· Enter the following name in the “Search for files and folders named” field:
OS2

· Click on the “Search Now” button.

· If the search indicates that the files “OS2SS.EXE,” “OS2.EXE” or “OS2SRV.EXE” exist, or the directory “OS2” exists, then the option is considered to be on.

· Remove the above listed items. 

· OS2 files should also be removed from the \dllcache directory, otherwise Windows 2000 will restore them. In rare instances some mail servers require the OS/2 modules to function properly.  If these exceptions are not documented, you should remove all of the above files. 
( 2. POSIX  Subsystem File Components

· Select the “Search” button from the Tools bar.

· Enter the following name in the “Search for files and

            folders named” field: POSIX PSX.

· Click on the “Search Now” button. 

· If the search indicates that the files “POSIX.EXE,” “PSXSS.EXE” or “PSXDLL.DLL” are present then the option is considered to be on.

· Remove the above listed items.


	1.21 Administrative Shares

	Vulnerability
	Countermeasures

	DISABLE Automatic Administrative Shares on W2K Server. Hidden shares are no longer available after you save changes using regedt32.

Note:
For more info go to TechNet and lookup Q318751 and Q318755

 
	( 1. Use regedt32 to create or assign the following registry key value: 

Registry Hive: HKEY_LOCAL_MACHINE

Subkey: \SYSTEM\CurrentControlSet\Services\LanManServer\Parameters
Value Name: AutoShareServer

Data Type:  REG_DWORD

              Value Data: 0 (0=disable, 1=enable)

Note: 

Value Name needs to be added


	1.22 File System Formats

	Vulnerability
	Countermeasures

	IAW MSG DTG 042100Z Mar 99 Fm ACERT Ft Belvoir VA.  

I. Ensure that the type of file system you are using is the NTFS file system versus the FAT file system..  Although supported by W2K, FAT16 (FAT) and FAT32 do not provide file/folder security support, encryption and disk quotas. 
	( 1. Make sure that all partitions on your server are formatted using NTFS. If necessary, use the convert utility to non-destructively convert your FAT partitions to NTFS. 

Warning If you use the convert utility, it will set the ACLs for the converted drive to Everyone: Full Control. 



	1.22.1 DOS file systems 

	Vulnerability
	Countermeasures

	DOS Volumes only allow share file/directory security.  DOS partition could provide a door way to the rest of the system.  A user who has physical access to the machine could boot into DOS and use ntfsdos.exe to gain access to critical areas of the OS.
	( 1. Avoid if possible, minimize at a minimum, the use of FAT16 and FAT32 file systems.
( 2. Use Dynamic Disks

     Partitions associated with dynamic disks are not currently recognized by any other OS (defeats NTFS-DOS threat)

( 3. Verify no DOS bootable partitions exist.

( 4. Utilize Computer Management/Disk Management to verify file system partitions.



	1.22.2 Verify that all disk partitions are formatted with NTFS 

	Vulnerability
	Countermeasures

	NTFS 5.0 partitions offer access controls and protections such as file/folder security support, on the fly encryption (EFS) and disk quotas that aren't available with the FAT16, FAT32, or FAT32x file systems. These file systems are open and vulnerable. 
	· Make sure that all partitions on your server are formatted using NTFS. If necessary, use the convert utility to non-destructively convert your FAT partitions to NTFS. 

Warning If you use the convert utility, it will set the ACLs for the converted drive to Everyone: Full Control.  Use the Security Configuration templates that contain the default settings for NTFS permissions, registry permissions, and default user rights to reset the ACLs to more secure values



	1.23  Encrypting File System (EFS)

	Vulnerability
	Countermeasures

	Once an attacker has physical access to the system the data on the system is vulnerable.  Another possibility is the use of another OS (such as Linux) to bypass the OS and mount the NTFS volume.

Note:
Encrypt folder vice files.  The encryption of files very quickly becomes manually intensive.


	The Encrypting File System (EFS) is a feature introduced in Windows 2000 that provides automatic encryption and decryption of data on NTFS disk drives. The important characteristics of EFS are: 

· It’s transparent to applications. Encryption and decryption occurs automatically as part of normal file write and read operations, respectively. 

· It applies to folders as well as files. If the "encrypt" attribute is selected for a folder, all files within it, and all files subsequently added to it, are encrypted. 

It’s easy to use. Users can select files or folders to be encrypted via a checkbox on the Properties page of the item. 

The new tool introduces a "Wipe" function that overwrites all of the deallocated data on an NTFS drive permanently. This improves security by ensuring that even an attacker who gained complete physical control of a Windows 2000 machine would be unable to recover previously deleted data.

Countermeasure A

( Use EFS to encrypt file systems

· Right-click desired file/folder; select properties

· Within general sheet, click advanced button
· Within advanced attributes sheet, select encrypt contents to secure data checkbox
Note: Gotchas of EFS

· NTFS is required.  If data is moved from an NTFS to non-NTFS data is decrypted.

· Can share encrypted files but accessing or copying them over the network will decrypt the files.

· Compression is mutually exclusive from encryption

· Only user who encrypts or recovery agent can decrypt

· System files can not be encrypted
· Encrypted files can still be deleted.

· Pagefile is not affected by EFS


	1.24 Booting into Multiple Operating Systems

	Vulnerability
	Countermeasure

	Multiple bootable Operating Systems could provide a door way into your system.
	( 1. Identify what Operating Systems are installed on the system

· Double-click on the “System” applet.

· Click on the “Advanced” tab.

· Click the “Startup and Recovery” button.

· If the drop-down listbox indicates that any operating system other than Windows 2000 is present. 


	1.25 Boot Partition

	Vulnerability
	Countermeasures

	Ensure that access to the boot partition is protected. This will ensure that boot sector viruses and MBR viruses do not invade the primary partition. 
	( 1. Use regedt32 to create or assign the following registry key value: 

Registry Hive: HKEY_LOCAL_MACHINE

Subkey: \SYSTEM\CurrentControlSet\Control\Lsa
Value Name: ProtectSystemPartition

Data Type: REG_DWORD

Value Data: 1

Note: On a default system this key needs to be added.


	1.26 Security Templates

	Vulnerability
	Countermeasures

	Security Templates essentially are text files. Anyone gaining access to root could create his or her own templates that would affect system security on a forest wide basis depending on the affected servers' placement.  The use of secedit.exe tool should be restricted to only administrators.
	( 1. Implement Security Templates

· From MMC console, select the Security Templates snap-in

· Double-click the Security Templates icon to open it.

· Double-click the folder icon to open it and see the included templates

· Double-click the appropriate policy template to open it.

·  Make appropriate policy selections
· In the left pane of the MMC window, right-click on the appropriate policy template icon.  Select Save as.  Save the policy with an appropriate name.
· Open the Event Log Settings for appropriate name to make sure you changes were saved.

· Close the Security Templates namespace.

· Right-Click the Security configuration and Analysis icon and select Open Database

· Enter a filename of appropriate name and click Open

· When prompted for a template to import, select the appropriate name and click Open

· Right-click the Security configuration and Analysis icon and select configure Computer Now.

When adding additional templates to an open security database, the effect is cumulative.

Basicws, Basicsrv, basicdc

Resets or reverses the application of other security policies

Ensures continued compatibility with currently installed applications

Doesn’t modify User Rights policy settings

Securews, securesrv, securedc

Recommended settings for all security areas

Except files, folders and Registry Key which are configured by the compatible template

Highsecurityws, highsecuritysrv, highsecuredc

Settings for network communications

No network communication capabilities with downlevel systems

Compatiblews

Provides compatibility with existing NT4.0-based applications

Regular users are placed in the Power Users group in W2KPro

Removes users from Power Users while maintaining legacy application compatibility ???


	1.27 Printer Configurations 

	Vulnerability
	Countermeasures

	Network Printers come from the factory usually with more network protocols turned on than are needed. This is to facilitate ease of connection of the devices to networks by inexperienced users. This is very dangerous practice and could leave a network vulnerable to a variety of attacks.
	( 1 At the printers configuration or menu and perform the following steps.

· Turn off all unneeded network protocols.

·  Put a strong password on the menu if it allows the option.

· Turn off remote administration of the printer. This usually means terminating built in telnet capabilities.  

· If remote administration is desired be sure to put a strong password in place. If the printer supports encryption for the remote session then this option should be turned on.

Consider the use of non-routing protocols if the printer is to be used in a LAN configuration.


	1.27.1 Print Driver Installation

	Vulnerability
	Countermeasures

	The capability to install drivers provides a method of introducing unwanted malicious code.  Limit the groups/accounts that can install driver software to the administrators and operators.
	( 1 Use regedt32 to create or assign the following registry key value which will limit the groups/accounts that can install printer drivers.

Registry Hive: HKEY_LOCAL_MACHINE

Subkey: \SYSTEM\CurrentControlSet\Control\Print\Providers\LanMan Print Servers
Value Name: AddPrinterDrivers

Data Type: REG_DWORD

Value Data: 0x1

Note: 

· Registry setting shown is default

· Delete everyone group from access to registry key

· Add the authenticated users group with the same level of access.


	1.27.2 Printer Share Permissions

	Vulnerability
	Countermeasures

	This check verifies that shared printers have properly configured share permissions.
	( 1. Perform this check for each locally attached printer:

· Select the Control Panel directory

· Select the Printers directory.

· Right click on a locally-attached printer.

· Select Sharing from the drop-down menu.

· Select the Security tab.

· The following lists the recommended printer share security settings:

Authenticated Users:
Print

Administrators:           
Full Control

SYSTEM:                   
Full Control

CREATOR OWNER:
Full Control


	1.28 Virtual pagefile

	Vulnerability
	Countermeasures

	Setting the system to clear its pagefile memory area will insure that Trojans do not launch when the system is re-booted.

Note: This is a DISA standard


	( 1 Enable the clear virtual memory pagefile

· Select “Start” and “Run” from the desktop.

· Type “mmc.exe” in the Run dialog.

· Select “Console” from the MMC menu bar.

· Select “Add/Remove snap-in” from the drop-down menu.

· Click the “Add” button on the Standalone tab.

· Select the “Group Policy” snap-in and click the “Add” button.

· Insure that “Local Policy” is in the Group Policy Object line and click the “Finish” button.

· Click “Close”.

· Click “OK”.

· Expand the “Computer Configuration” object in the tree window. (Professional & Server)

· Expand the “Windows Settings” object.
· Expand the “Security Settings” object.

· Expand the “Local Policies” object and select “Security Options”.

· Enable " Clear virtual memory pagefile when system shuts down"


	1.29  Software Installation Behavior

	Vulnerability
	Countermeasures

	The capability to install software provides a method of introducing unwanted malicious code. 
	( 1. Configure the system using sections 2.10.1 and 2.10.2, as appropriate.


	1.29.1  Unsigned Driver Installation Behavior

	Vulnerability
	Countermeasures

	The source of unsigned driver can not be verified.  Drivers from unknown sources may include malicious code.   


	( 1 Set the Driver Signing key to warn when an unsigned driver is being applied.  

· Use regedt32 to create or assign the following registry key:

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\DriverSigning

Value Name: Policy

Data Type: REG_Binary

Value Data: “0x01” or “0x02”

· Warn but allow installation” (default/recommended setting) ="0X01"
· Do not allow installation = "0X02"
· 2 To set file signature verification options.

1. Open System in Control Panel. 

2. Click the Hardware tab, and then click Driver Signing. 

3. Under File signature verification, click one of the following: 

· Click Ignore to allow all device drivers to be installed on this computer, regardless of whether they have a digital signature. 

· Click Warn to display a warning message whenever an installation program attempts to install a device driver without a digital signature. 

· Click Block to prevent an installation program from installing device drivers without a digital signature.

 Notes

If you are a logged on as an administrator or as a member of the Administrators group, click Apply setting as system default to apply the selected setting as the default for all users who log on to this computer. 

To open a Control Panel item, click Start, point to Settings, click Control Panel, and then double-click the appropriate icon.



	1.29.2  Unsigned Non-Driver Installation Behavior

	Vulnerability
	Countermeasures

	This check verifies that the unsigned non-driver behavior is set to “Warn but allow installation” (recommended setting) or “Do not allow installation”. Again be sure to obtain drivers from approved sources. Failure to comply may introduce your system to unwanted malicious code.
	( Use regedt32 to create or assign the following registry key:

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\Non-Driver Signing

Value Name: Policy

Data Type: REG_Binary

Value Data: “0x01” or “0x02”

· Default setting is 0X00
· Warn but allow installation” (recommended setting) ="0X01"
· Do not allow installation = "0X02"


	1.30  Recovery Console

	Vulnerability
	Countermeasures

	In Recovery console mode the Security Reference Monitor is not running.  No DACL checking occurs.
	( 1. Ensure Administrative password is kept secured.

( 2. Execute countermeasure in 2.17

Note: Not as vulnerable as NTFSDOS because 

· accessible folders are restricted

· no writing to floppy is allowed


	1.31  Recovery Console – Automatic Logon.

	Vulnerability
	Countermeasures

	The standard logon for the Recovery console is the administrator account.  If automatic logon is enabled, then the system could be accessed by unauthorized personal.  
	( 1. Disable automatic logon within the recovery console.

· Use regedt32 to create or assign the following registry key

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Setup\RecoveryConsole

Value Name: SecurityLevel

Data Type: REG_DWORD

Value Data: 0

· Make sure that the value data is set to 0, which will disable the feature.
( 2. Disable automatic logon within the recovery console.

· Click the Start button 
· Select Programs->Administrative Tools->Local Security Policy->Local Policies->Security Options

· Select Allow automatic admin logon.


	1.32  Recovery Console - Set Command

	Vulnerability
	Countermeasures

	The set command is used to show and set environment variables. Since the Recovery Console is a command line tool. If an unauthorized user remotely gains access to your system they could run this tool causing great damage to your system.
	( 1 Use regedt32 to create or assign the following registry key

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Setup\RecoveryConsole

Value Name: SetCommand

Data Type: REG_DWORD

Value Data: 0

· Make sure that the value data is set to 0, which will disable the feature.
Note: Default setting is 0 


	1.33  Ctrl+Alt+Del Security Attention Sequence

	Vulnerability
	Countermeasures

	The Ctrl+Alt+Del security attention sequence upon login to a system sets up specific actions that are designed to eliminate the possibility of a Trojan Virus from entering your system.
	( 1 Enable CAD

· Use regedt32 to create or assign the following registry key

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

Value Name: DisableCAD

Data Type: REG_DWORD

Value Data: “0”

            Note: The above registry setting is default.

· At least one of the above registry values must exist. You need only one entry in order to make this feature work. But it must be set to disable. (0) If one entry is disabled and the others are enabled. (1) Those entries will be disabled.


	1.34  Disable Administrator Automatic Logon

	Vulnerability
	Countermeasures

	This check verifies that Windows 2000 is configured to prevent the automatic logon of the Administrator account and does not save a default password.


	Countermeasure A

( 1. Use regedt32 to create or assign the following registry key

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: AutoAdminLogon

Data Type: REG_WORD

Value Data: 0

      Note: On a default system this key needs to be added.

· To force automatic logon a new string value (ForceAutoLogon) can be created and set to 1 to force automatic logons; a value of 0 will allow alternate users.
· If the DontDisplayLastUserName value is enabled, the auto logon feature does not function.

Countermeasure B

( 1. Create and execute the following script to disable the automatic logon feature

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows 

    NT\CurrentVersion\Winlogon]

    "IgnoreShiftOverride"="1"

Note: Use the following script to enable the automatic logon feature

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows 

    NT\CurrentVersion\Winlogon]

    "IgnoreShiftOverride"="0"


	1.35  Disable Caching of Logon Credentials

	Vulnerability
	Countermeasures

	This check verifies that Windows 2000 is configured to not retain a copy of a user profile during interactive logon.  This is a feature of the default installation of Windows 2000. A user profile contains logon credentials that can be used to break into a system by using such tools as LC3.
	( 1 Use regedt32 to create or assign the following registry key

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: CachedLogonsCount

Data Type: REG_SZ

Value Data: 0

· The value data on this edit must be set to 0.
Note: On a default system this key needs to be added


	1.36  Deletion of Cached Roaming Profiles

	Vulnerability
	Countermeasures

	Roaming profiles contain logon credentials that can be used to break into systems.
	( 1. Use regedt32 to create or assign the following registry key

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\Windows\NT\CurrentVersion\Winlogon

Value Name: DeleteRoamingCache

Data Type: REG_DWORD

Value Data: 1

· The value data on this edit must be set to 1.
Note: On a default system this key needs to be added


	1.37  Display Last User’s Name

	Vulnerability
	Countermeasures

	Current access procedures into systems using user ID and password are vulnerable when one or both pieces to the puzzle are known.


	( 1. Use regedt32 to create or assign the following registry key

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\Windows\ CurrentVersion\Policies\System

Value Name: DontDisplayLastUserName

Data Type: REG_SZ

Value Data: “1”

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: DontDisplayLastUserName

Data Type: REG_SZ

Value Data: “1”

· Default value for both registry entries is 0
· The SubKey: \SOFTWARE\Microsoft\Windows\ CurrentVersion\Policies\System takes precedence.
· The value data on these edits must be set to 1.


	1.38  Display Legal Notice

	Vulnerability
	Countermeasures

	This check verifies that Windows 2000 is configured to display a legal notice prior to logging on.
	( 1. Use regedt32 to create or assign the following registry key

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: LegalNoticeCaption

Data Type: REG_SZ

Value Data: “US DEPARTMENT OF DEFENSE WARNING”

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Policies\System

Value Name: LegalNoticeCaption

Data Type: REG_SZ

Value Data: “US DEPARTMENT OF DEFENSE WARNING”

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\System

Value Name: LegalNoticeCaption

Data Type: REG_SZ

Value Data: “US DEPARTMENT OF DEFENSE WARNING”

· At a minimum, at least one of these values must exist.
· In the Registry Editor, navigate to each of the following registry values:
Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: LegalNoticeText

Data Type: REG_SZ

Value Data: “THIS IS A DEPARTMENT OF DEFENSE …”
Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: LegalNoticeText

Data Type: REG_SZ

Value Data: “THIS IS A DEPARTMENT OF DEFENSE …”
Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Policies\System

Value Name: LegalNoticeText

Data Type: REG_SZ

Value Data: “THIS IS A DEPARTMENT OF DEFENSE …”
Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Policies\Microsoft\System

Value Name: LegalNoticeText

Data Type: REG_SZ

Value Data: “THIS IS A DEPARTMENT OF DEFENSE …”
· At least one of the registry values must exist. 
· A meaningful message equivalent to the below DOD Banner should be inputted in the value data field.
This is a Department of Defense computer system.  This computer system, including all related equipment, networks, and network devices (specifically including Internet access) are provided only for authorized U. S. Government use.  DOD computer systems may be monitored for all lawful purposes to ensure that their use is authorized, for management of the system, to facilitate protection against unauthorized access, and to verify security procedures, survivability, and operational security.  Monitoring includes active attacks by authorized DOD entities to test or verify the security of this system.  During monitoring, information may be examined, recorded, copied, and used for authorized purposes.  All information, including personal information, placed on or sent over this system may be monitored.  Use of this DOD computer system, authorized or unauthorized, constitutes consent to monitoring of this system.  Unauthorized use may subject you to criminal prosecution.  Evidence of unauthorized use collected during monitoring may be used for administrative, criminal, or adverse action.  Use of this system constitutes consent to monitoring for these purposes.


	1.39  Logon Prompt

	Vulnerability
	Countermeasures

	CONSIDER customizing the Logon Prompt.
	( 1. TBD – Get GUI

Use regedt32 to create or assign the following registry key value:

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\ Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: LogonPrompt

Data Type: REG_SZ

Value Data: <variable text>

Note: On a default system this key needs to be added.


	1.40  Welcome Message

	Vulnerability
	Countermeasures

	CONSIDER customizing the Welcome Message.
	TBD -  Get GUI data




	1.41  Anti Virus

	Vulnerability
	Countermeasures
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M. Insure the latest virus software and associated .dat files (new virus detection code) are loaded. Use McAfee’s or Norton’s live/auto-update to do this effortlessly.
	http://www.acert.belvoir.army.mil/virus/norton/SOFTWARE.html
http://www.acert.belvoir.army.mil/virus/mcafee/SOFTWARE.html



	1.42  File, Directory, and Registry Permissions

	Vulnerability
	Countermeasures

	Clean-installed Windows 2000 systems have secure default ACLs on the file system. However, upgrades from previous versions (e.g., Windows NT 4) do not modify the previous security settings and should have the default Windows 2000 settings applied.
	· Users are the opposite of administrators. Provided that the Windows 2000 operating system is clean-installed onto an NTFS partition, the default security settings are designed to prohibit Users from compromising the integrity of the operating system and installed applications. Users cannot modify computer-wide registry settings, operating system files, or program files. Users cannot install applications that can be run by other members of the Users group (preventing Trojan horses). Users cannot access other users' private data.
· Below are the minimum recommended settings for users providing that you upgraded from a 4.0 system.
Users Write Access Locations 

Object                        Permission                Comment

HKEY_Current_User         Full Control            User's portion of the registry


%UserProfile%                   Full Control            User's Profile directory


All Users\Documents         Read, Create File    Shared Documents Location.

                                                                            Allows Users to create files that

                                                                            can subsequently be read (but

                                                                            not modified) by other Users. 

%Windir%\Temp  Synchronize, Traverse,

                                          Add File, Add Subdir    Per-Machine temp directory.

                                                                                This is a concession made for

                                                                                service-based applications so

                                                                                that Profiles do not need to be

                                                                                loaded in order to get the per-

                                                                                User temp directory of an 

                                                                                impersonated user.

\ (Root Directory)           Not Configured               Not configured during

                                 during setup                 setup because the Windows

                                                                                2000 ACL Inheritance model 

                                                                                would impact all child objects

                                                                                including those outside the 

                                                                                scope of setup.


	1.43  Performance Data

	Vulnerability
	Countermeasures

	SECURE performance data.

Note:
Windows NT provides access to a variety of performance data that collectively represents the state of the computer. This performance data is stored in the registry key HKEY_PERFORMANCE_DATA. The default configuration of Windows NT gives everyone the ability to query this performance data, including remote users. 

In some environments, you may want to restrict access to this performance data because some performance data may be considered sensitive. An example of potentially sensitive performance data is the list of running processes in the system.
	· Access through the local terminal should only be granted to administrators. Make sure interactive logon is turned off for all users except administrators.

· Access to any portion of the server that is not service related to the client should be eliminated. I.E. anonymous access to the registry. Only administrators should have access to those areas.

· When making registry edits make sure you always delete the everyone group and replace it with the authenticated user group with the same level of access that the everyone group had.




	1.44  Quotas

	Vulnerability
	Countermeasures

	Quotas can be utilized to limit the damage of a malicious user by denying the success of denial of service attacks.
	( 1. To enable disk quota on a particular drive:

· Right-click the drive and selected Properties-> Quotas

· Select Enable Quota management

· Also select Deny Disk Space to Users Exceeding Quota Limits


	1.45  NTFS Streams

	Vulnerability
	Countermeasures

	Due to the manner in which the command line is parsed streams are not displayed in file management utilities.   Some of the security considerations with respect to streams are

· data will be added to user’s quota

· most virus scanners do not attempt to discover and scan streams

· fragmentation could hinder performance

· used as a covert channel

· survive copy operations between computers supporting NTFS and backup operations
	( 1. Scan the harddrive looking for suspicious streams

     LADS

Note:
Several freeware and shareware utilities are available (unfortunately most have poor performance), see http://europe.iss.net/streams and www.lancanyon.com




	1.46  Smart Card Removal Option

	Vulnerability
	Countermeasures

	Removal of a smart card feature may leave a system  vulnerable to attack from the network and physical location. This feature is further enhanced because once the card is removed it can't be used again unless the proper logon credentials of the owner are used, I.E. biometrics.


	( 1. Use regedt32 to create or assign the following registry key value: 

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\Windows\NT\CurrentVersion\Winlogon

ValueName: scremoveOption

Data Type: REG_SZ

Value Data: “1” or “2”

· Default value is 0

· 1 = Lock Workstation

· 2 = Force Logoff


	1.47  Display Shutdown Button

	Vulnerability
	Countermeasures

	If the shutdown button is available on the logon dialog box, then anyone can shutdown the system. (stopping required services).


	( 1 Use regedt32 to create or assign the following registry key value

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

ValueName: ShutdownWithoutLogon

Data Type: REG_SZ

Value Data: “0”

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SOFTWARE\Microsoft\Windows\\CurrentVersion\Policies\System

ValueName: ShutdownWithoutLogon

Data Type: REG_SZ

Value Data: “0”

· Server default value for above registry entries is 0
· Professional default value for above registry entries is 1
· At least one registry value must exist.
· The value data on these edits must be set to 0.


	1.48 System Tools

	This section contains a list of System Security tools available.  IAW Army regulation only ACERT approved tools may be used without additional authorization.


	1.48.1  Security Profile Inspector Version 2.20   (ACERT Approved)

	 Brief Description: 
The Security Profile Inspector (SPI) is a distributed security inspection product for heterogeneous networks of Windows NT and UNIX Server and Workstation systems.  The Security Profile Inspector v2.20 Client tools inspect for binary file modifications, vulnerable system versions, weak passwords, vulnerabilities from security misconfigurations, and change detection on files and directories, protecting from inadvertent user modification as well as intrusions and viruses. The tools are:

• Binary Authentication Tool: Evaluates the release status of system binaries by comparing a crypto-checksum to provided table entries. 

• Change Detection Tool: Maintains and applies a snapshot of critical system files and attributes for purposes of change detection. 

• Password Security Inspector: Tests for weak or aged passwords. 

• Quick System Profile: Checks for misconfigurations, known vulnerabilities, and common security problems.

The Security Profile Inspector v2.20 is available to all Federal agencies of the U.S. Government, and to contractors directly supporting the U.S. Department of Defense (DoD) or the U.S. Department of Energy (DOE). 


	1.48.2  Microsoft Security Tool Kit

	Part of the MS Tech Net


	1.48.3  Cyber Cop Scanner    (ACERT Approved)

	Brief Description:

· Runs on: WinNT and LINUX platforms 

· Identifies security holes to prevent intruder from accessing your
mission-critical data. 

· Unveils weaknesses 

· Validates policies 

· Enforces corporate security strategies 

· Tests both NT and UNIX workstations, servers, hubs, and switches 

· Performs though perimeter audits of firewalls and routers 
Note: W2K Platform under development (testing).


	1.48.4  Internet Security Systems (ISS) Scanner   (ACERT Approved)

	 Features: 

· Identify and addresses technical vulnerabilities 

· Analyzes the security of hosts/devices on an enterprise-wide network. 

· Provides real-time notification of critical issues 

· Provides detailed info for each vulnerability 

· Provides user-defined or custom reports 


	1.48.5  Microsoft Personal Security Advisor (MPSA)

	Microsoft Personal Security Advisor (MPSA) is an easy to use web application that will help you secure your Windows NT 4.0 and Windows 2000 client computer system.

·  MPSA will scan your system and build a customized report on items such as: missing security patches, weak passwords, Internet Explorer and Outlook Express security settings, and Office macro protection settings. 

· www.microsoft.com/technet/treeview/default.asp?url=/technet/security/tools/mpsa.asp


	1.48.6  Microsoft Network Security Hotfix Checker (Hfnetchk.exe)

	 HFNetChk is a command-line tool that enables an administrator to check the patch status of all the machines in a network from a central location. The tool does this by referring to an XML database that's constantly updated by Microsoft. HFNetChk can be run on Windows NT 4.0 or Windows 2000 systems, and will scan either the local system or remote ones for patches available for the following products:

· Windows NT 4.0

· Windows 2000

· All system services, including Internet Information Server 4.0 and 5.0

· SQL Server 7.0 and 2000 (including Microsoft Data Engine)

· Internet Explorer 5.01 and later

· support.microsoft.com/support/kb/articles/q303/2/15.asp?id=303215&sd=tech


	1.48.7 Cipher.exe

	Cipher.exe is a command-line tool that’s provided as part of windows 2000 and enables the user to manage encrypted data using the Encrypting file System.


	1.48.8 Efsinfo.exe: Encrypting File System Information

	This command-line tool displays information about files and folders encrypted with EFS on partitions that use the NTFS file system.


2.0 Network Security

	2.1 Services

	Vulnerability
	Countermeasure

	By default, services are started under the LocalSystem account in Windows 2000.  The LocalSystem account has unlimited access not only to the service, but also to the server itself.  If compromised, an intruder can insert malicious code that will be executed during or upon completion of the service.  The code can be anything from installing a Trojan on the server to altering/deleting system files.
	COUNTERMEASURE A:

( 1. Utilize the Services Snap-in within the Microsoft Management Console (MMC) to start and stop services

within W2K.  This tool can be used both locally and remotely:

· Click the Start button and choose Run.

· Type in MMC.

· Once the MMC console box comes up left-click on Console from the tool bar.

· Choose Add/Remove Snap-in.

· Left-click Add, choose Services, left-click Add, Close, OK.

· Expand the Services policy.

· Choose the Services to stop.

· Save the policy to the default directory and reboot the server.

· From here you can double-click on the services that you wish to modify. 

Note:
The Services snap-in is the preferred method to manage your services within W2K.  It provides a central point of management.  If the service is not needed, stop it.

COUNTERMEASURE B:

( 1. Utilize the command line tool net.exe.  It exposes basic start/stop/pause and query functionality.

· From the command line, type net.exe to view the available syntax

· To stop a service, type net stop service. (service being the name of the service you wish to stop)

· To start a service, type net start service.  Without a parameter, this command will provide a list of started services.

· To pause a service, type net pause service.


	2.2  Network Dynamic Data Exchange (NetDDE) service

	Vulnerability
	Countermeasures

	Allows a local user to run any arbitrary command with SYSTEM privileges.  

NetDDE is a technology that enables applications to share data through 

"trusted shares." A request can be made through the trusted share to 

execute applications that run in the context of the SYSTEM account.
	(  1. Ensure that you obtain the patch from Microsoft.  The validity of the  patch should be verified on the ACERT site before installing.



	2.3 IP Security

	Vulnerability
	Countermeasure

	One of the biggest security issues on a network is network traffic passed along the wire as unencrypted, or clear-text, data.  When your information is traveling as clear-text (as most SMTP, Telnet, HTTP, and FTP traffic does), an attacker who has gained access to your physical network can listen in and read any unencrypted traffic.  By allowing unencrypted traffic on your network, you are vulnerable to many different attacks such as, network sniffing, Man-in-the-Middle, and spoofing just to name a few.
	Countermeasure A

( 1. Select an IPSec policy 

· Open Network and Dial-up Connections 

· Click Local Area Connection, and on the File menu, click Properties. 

· In the Local Area Connection Properties dialog box, under Components checked are used by this connection, click Internet Protocol (TCP/IP), and then click Properties. 

· Click Advanced, and then click the Options tab. 

· Under Optional settings, click IP security, and then click Properties. 

· Click Use this IP security policy, and then select the IPSec policy you want from the drop-down list. 

IP Security Policies:

       Client (Respond Only): Communicate normally (unsecured). Use the default response rule to negotiate with servers that request security. Only the requested protocol and port traffic with that server is secured.

       Secure Server (Require Security): For all IP traffic, always require security using Kerberos trust. Do NOT allow unsecured communication with untrusted clients.

       Server (Request Security): For all IP traffic, always request security using Kerberos trust. Allow unsecured communication with clients that do not respond to request.

Note:
You must be a member of the Administrators group to set Internet Protocol security (IPSec) policies. If the computer participates in a Windows 2000 domain, the computer may receive the IPSec policy from Active Directory, overriding the local IPSec policy. In this case, the options are disabled and you cannot change them from the local computer.

Countermeasure B

( 1. An alternative method of selecting IPSEC Policy is through the MMC.

· Click the Start button and choose Run.

· Type in MMC.

· Once the MMC console box comes up left-click on Console from the tool bar.

· Choose Add/Remove Snap-in.

· From the Snap-in window choose Add.
· Choose IP Security Policies on Active Directory.

· Choose Close.

· Choose OK.
· Expand the policy and choose which policy best meets your requirements.

· Save the new settings under the default directory and reboot the server.


	2.4 IP Security Tunneling Mode

	Vulnerability
	Countermeasures

	IPSec Tunneling modes specifies endpoints and uses computer certificates vice user certificates for validation. Any user with access to the endpoint computer has access to the tunnel.
	· 1.  When using IPSec in tuning mode, use PPTP or L2TP over IPSec.

Note: L2TP over IPSec is the W2K default.




	2.5 Kerberos

	Vulnerability
	Countermeasure

	Kerberos is the core Windows 2000 security protocol typically used by IKE for IPSec authentication.  This traffic uses a UDP/TCP protocol source and destination port 88.  Kerberos is itself a security protocol that does not need to be secured by IPSec.  The Kerberos exemption is basically this:  If a packet is TCP or UDP and has a source or destination port = 88, permit.

If a port scan using source port 88 is ran, it will get results no matter what W2K IPSec filters are in place.
	( 1. Use regedt32 to create or assign the following registry key value:

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \System\CurrentControlSet\Services\IPSEC

ValueName: NoDefaultExempt

Data Type: REG_DWORD

Value Data: 1

· Save and Reboot the system.
Note: 

· On a default system this key needs to be added.

· Lock the Key Distribution Center (KDC) server in a secure room and do not attach a keyboard or display.  Administer this server from a client workstation with appropriate administration software installed.  Audit every access and attempted access to the server.  If you KDC is not secure, nothing is.


	2.6 Authentication

	Vulnerability
	Countermeasure

	Authentication is the process whereby the computer takes the typed username and password and compares it to the Security ID assigned to it, after the comparison matches the user is authorized to use the items that the security token is assigned to.  If an insecure method is utilized to authenticate a user, persons may gain unauthorized access to your system.

Note: For compatibility with down-level clients and servers, W2K supports NTLM.  NTLM has four versions.  These versions are : LAN Manager (LM), Windows NT LanManager Version 1 (NTLM),  Windows NT LanManager Version 2 (NTLMv2), and Secure Socket Layer/Transport layer Security. The LanManager authentication (LM) is the most insecure method, allowing encrypted passwords to be easily sniffed off the network and cracked.  NT LanManager (NTLM) is somewhat more secure.  By default, W2K will try NTLMV2, first when communicating to a down-level client. 
	COUNTERMEASURE A:

( 1. Define a particular level of authentication

· Start Registry Editor regedt32

· Find the following Key 

HKLM\System\CurrentControlSet\Control\Lsa\LMCompatibilityLevel  

· Data Type             Range       Default Value

REG_DWORD    0x0–0x05       0xYY
Where YY equals

0 = Send LM & NTLM responses

1 =Send LM & NTLM – use NTLMv2 session security if negotiated:

2 = Send NTLM responses only: 

3 = Send NTLMv2 responses only: 

4 = Send NTLMv2 responses only\refuse LM5 = Send NTLMv2 responses only\refuse LM and NTLM: 

Note: Default value for the above registry entry is 0.

Warning:  Setting this value higher than 2 on a Windows 2000 system could prevent some connectivity to systems that support only LM authentication (Windows 95/98 and Widows for Workgroups) or only NTLM (Windows 4.0 prior to Service Pack 4)

Warning:  If adding a Windows 2000 machine to a Windows NT 4.0 domain, this value may need to be set to 4 on the Windows NT 4.0 domain controller.

Note: To configure legacy systems see Countermeasure C below.

COUNTERMEASURE B:

( 1. Migrate to a total Windows 2000 network.

COUNTERMEASURE C:

( 1. To configure legacy system install AD Client Extension (MSClient) from the W2K installation CD.  See Q239869.


	2.7 Network Access

	Vulnerability
	Countermeasure

	Consider revoking network access to the server.  By doing this, you are requiring all server administration to be done from the server console.
	( 1. Click the Start button and choose Run.

( 2. Type in MMC.

( 3. Once the MMC console box comes up left-click on Console from the tool bar.

 ( 4. Choose Add/Remove Snap-in.

 ( 5. Left-click Add, choose Security Configuration and Analysis, left-click Add, Close, OK.

 ( 6. Right-click on Security Configuration and Analysis, choose Open Database.
 ( 7. Type in a new database name, and then click Open.
 ( 8. Select a Security Template to import, and then click Open.
 ( 9. Right-click the Security Configuration and Analysis scope item and choose Configure Computer Now.
Note: After the configuration is complete, you must perform an analysis to view the information in your database.

( 10.  Right-click the Security Configuration and Analysis scope item and choose Analyze Computer Now.
( 11.  In the dialogue box, type the path of the log file, and click OK.  You may choose the default path if you do not have log files set up.

( 12. Expand the Security Configuration and Analysis scope item.

( 13. Expand the Local Policies.

( 14. Double-click User Rights Assignment.
( 15. Double-click Access this computer from the network.

( 16. Place a check mark in the box “define this policy in the database”.
 ( 17. Place a check in the box for the group/groups you wish to have network access to the computer.

( 18. Click O.K.

( 19. Save the policy under the default directory and reboot the server.


	2.8 Server Message Block (SMB)

	Vulnerability
	Countermeasure

	SMB is implemented as the Server and Workstation service on W2K computers.  However, SMB is generally considered a security problem if you are connected to an untrusted network.  Some of the potential risks associated with the SMB are:

1. Using anonymous connections to access SMB “shares” that do not have appropriate ACL’s.

2. Having a session “hijacked” by someone who then masquerades as the real client.

3. Sniffing the data out of the SMB packets.
	Countermeasure A:
( 1. Enable SMB signing, also known as Common Internet File System (CIFS). Take the following steps to enable SMB signing utilizing Security Snap-ins within MMC.

· Click the Start button and choose Run.

· Type in MMC.

· Once the MMC console box comes up left-click on Console from the tool bar.

· Choose Add/Remove Snap-in.

· Left-click Add, choose Security Templates, left-click Add, Close, OK.

· Expand the Security Templates scope item.

· Expand Local Policies.

· Left-click Security Options.
· At this point, you can enable four separate options to tailor the SMB signing options to meet your organizations security requirements.

Note: To use SMB digital signing, this option must be enabled on both the SMB client and server.

· Digitally sign Client Communications (Always)
Forces an SMB client to always digitally sign SMB communications.  Digital signatures provide mutual authentication during SMB exchanges, preventing “man-in-the-middle” and active message attacks.

· Digitally sign Client Communications (When Possible)
Enables an SMB client to perform digital packet signing when communicating with an SMB server that also supports packet signing.

· Digitally Sign Server Communications (Always)
Forces an SMB server to always digitally sign SMB communications.

· Digitally Sign Server Communications (When Possible)
Enables an SMB server to perform digital packet signing when communicating with an SMB client that also supports packet signing.


	2.9 Null Access

	Vulnerability
	Countermeasure

	Null session (a.k.a. Anonymous access) is defined as a connection with a blank username and a blank password.  When someone makes an anonymous connection, the anonymous user is Granted privileges and permissions of the Everyone Group. Once this anonymous authentication is made, the user may issue MSRPC calls to obtain information or attempt to access any files that are shard by the Everyone group.
	Countermeasure A:
( 1. Disable ports 139 and 445.

· Go to Network and Dial-up Connections in Control Panel.
· Highlight Local Area Connection.
· From the toolbar, choose Advanced, Advanced Settings.
· Remove the check from the File and Printer Sharing box.

· Click O.K.
Note: TCP 139 will still appear during a port scan even after this is set.  However, the port will no longer provide NetBIOS-related information.

Countermeasure B:

( 1. If you choose to leave NetBIOS/SMB enabled, you must set RestrictAnonymous.  Use regedt32 to create or assign the following registry key value:

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \System\CurrentControlSet\Control\Lsa

ValueName: RestrictAnonymous

Data Type: REG_DWORD

Value Data: 1

     Note: The default value is 0

Countermeasure C:

( 1. Alternative method of setting  RestrictAnonymous is through the MMC.

· Click the Start button and choose Run.

· Type in MMC.

· Once the MMC console box comes up left-click on Console from the tool bar.

· Choose Add/Remove Snap-in.

· From the Snap-in window choose Add.

· Choose Group Policy and choose Add.

· Browse until you find the domain you wish to implement the policy on, choose OK.

· Highlight Default Domain Controller Policy, choose OK.

· Select Finish.
· Select Close.
· . Select OK.
· Expand the policy to Windows Settings, Security Settings, Local Policies, Security Options.
· Double-click Additional restrictions for anonymous connections.
· Place a check in Define this policy setting box.

· From the pull-down menu, choose Do not allow enumeration of SAM accounts and shares.
· Choose OK.
· Save policy to default directory and reboot server.

Note:
The following method can be used to verify that anonymous log-ins are not allowed.

( 1. In the “Command Prompt” window, enter the following command, and attempt to logon as the user “anonymous:”

c:\>ftp 127.0.0.1

Connected to ftru014538 Microsoft FTP Service (Version 2.0).

User (ftru014538.ncr.disa.mil: (none)): anonymous 331 Anonymous access allowed, send identity (email name) as password.

Password: password
230 Anonymous user logged in.

ftp>

· If the command response indicates that an anonymous FTP login was permitted, you should immediately check to see that no blank passwords are permitted. That the guest account is truly disabled, and that ftp services are turned off unless needed.


	2.10  Denial of Service Against TCP/IP Stack

	Vulnerability
	Countermeasure

	DoS attacks attempt to remove a system or resources from the network.  Networking protocols such as TCP/IP were designed to be used in an open and trusted community, and current version-4 incarnations of the protocol have inherent flaws.  In addition, many operating systems and network devices have flaws in their network stacks that weaken their ability to withstand DoS attacks.  These may include bandwidth consumption, resource starvation, or routing and DNS attacks.  

Note:
DoS attacks against NT were patched in service pack 6a, W2K is comparatively quite robust in this regard.  However, nothing is invulnerable to DoS, therefore, certain steps should be taken to harden the system. 
	Countermeasure A:

Security Considerations for Network Attacks 

Take the following steps to lower the vulnerability of a website to these and other network attacks: 

( 1. Monitor networks boundaries for attacks. Many third party companies offer tools that can detect these types of attacks. (an intrusion detection tool that Is widely used can be found at:www.iss.net)

( 2. Ensure that routers are not converting layer 3 broadcasts into layer 2 broadcasts. The Cisco command to disable this is: no ip directed-broadcast. This is the default setting for routers that use IOS version 12.0 or greater. 

( 3. Restrict routers to allow only the use of ports that are necessary for the site to function. 

( 4. Disable unnecessary or optional services (i.e.: Client for Microsoft Networks on a IIS server) 

( 5. Enable TCP/IP filtering and restrict access to only the ports that are necessary for the server to function. (see Q150543 for a list of ports that Windows services use) 

( 6. Unbind NetBIOS over TCP/IP where it is not needed. 

( 7. Configure static IP addresses and parameters for public adapters. 

( 8. Configure registry settings for maximum protection 

Countermeasure B:

Use regedt32 to create or assign the following registry key value:

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \System\CurrentControlSet\ServicesTcpip\Parameters

ValueName: SynAttackProtect

Data Type: REG_DWORD

Value Data: x
     Where x:

0 – no synattack protection

1 – reduced retransmission retries and delayed RCE (route cache entry) creation if the TcpMaxHalfOpen and TcpMaxHalfOpenRetried settings are satisfied

2 – in addition to 1 a delayed indication to Winsock is made.

Default: 0 (False)
Recommendation: 2
Description: Synattack protection involves reducing the amount of retransmissions for the SYN-ACKS, which will reduce the time for which resources have to remain allocated. The allocation of route cache entry resources is delayed until a connection is made. If synattackprotect = 2, then the connection indication to AFD is delayed until the three-way handshake is completed. The actions taken by the protection mechanism only occur if TcpMaxHalfOpen and TcpMaxHalfOpenRetried settings are exceeded.

Note: 

· On a default system this key needs to be added. 

· The  Registry changes for configuring Windows 2000 and IIS are  described in the IIS security checklist 

· Consult Microsoft security web site regularly for security bulletins 

Registry Key: 

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \System\CurrentControlSet\ServicesTcpip\Parameters

ValueName: TcpMaxHalfOpen

Data Type: REG_DWORD

Value Data: x
Where x is 

100 – Professional Server

500 – Advanced Server

Recommendation: default

Note: On a default system this key needs to be added.

Description: This parameter controls the number of connections in the SYN-RCVD state allowed before SYN-ATTACK protection begins to operate. If SynAttackProtect is set to 1, ensure that this value is lower than the AFD listen backlog on the port you want to protect (see Backlog Parameters for more information). See the SynAttackProtect parameter for more details. 

Registry Key: 

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \System\CurrentControlSet\ServicesTcpip\Parameters

ValueName: TcpMaxHalfOpenRetried

Data Type: REG_DWORD

Value Data: x
Where x is

80 – Professional Server

400 – Advanced Server

Recommendation: default
Note: On a default system this key needs to be added.

Description: This parameter controls the number of connections in the SYN-RCVD state for which there has been at least one retransmission of the SYN sent, before SYN-ATTACK attack protection begins to operate. See the SynAttackProtect parameter for more details. 

Registry Key: 

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \System\CurrentControlSet\ServicesTcpip\Parameters

ValueName: EnablePMTUDiscovery

Data Type: REG_DWORD

Value Data: x
Where x is

0 – False

1 - True

Default: 1 (True)

Recommendation: 0

Note: On a default system this key needs to be added.

Description: When this parameter is set to 1 (True) TCP attempts to discover the Maximum Transmission Unit (MTU or largest packet size) over the path to a remote host. By discovering the Path MTU and limiting TCP segments to this size, TCP can eliminate fragmentation at routers along the path that connect networks with different MTUs. Fragmentation adversely affects TCP throughput and network congestion. Setting this parameter to 0 causes an MTU of 576 bytes to be used for all connections that are not to hosts on the local subnet.

Registry Key: 

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SYSTEM\CurrentControlSet\Services\NetBt\Parameters

ValueName: NoNameReleaseOnDemand

Data Type: REG_DWORD

Value Data: X

Where x is

0 – False

1 - True

Default: 0 (False)
Recommendation: 1
Note: On a default system this key needs to be added.

Description: This parameter determines whether the computer releases its NetBIOS name when it receives a name-release request from the network. It was added to allow the administrator to protect the machine against malicious name-release attacks. 

Registry Key: 

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SYSTEM\CurrentControlSet\Services\Tcpip\parameters

ValueName: EnableDeadGWDetect

Data Type: REG_DWORD

Value Data: x
Where x is

0 – False

1 - True

Default: 1 (True)
Recommendation: 0
Description: When this parameter is 1, TCP is allowed to perform dead-gateway detection. With this feature enabled, TCP may ask IP to change to a backup gateway if a number of connections are experiencing difficulty. Backup gateways may be defined in the Advanced section of the TCP/IP configuration dialog in the Network Control Panel.

Registry Key: 

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \System\CurrentControlSet\ServicesTcpip\Parameters

ValueName: KeepAliveTime

Data Type: REG_DWORD

Value Data: x

Where x is:

Time in milliseconds – 1 – 0xFFFFFFFF

Default: 7,200,000 (two hours)
Recommendation: 300,000
Note: On a default system this key needs to be added.

Description: The parameter controls how often TCP attempts to verify that an idle connection is still intact by sending a keep-alive packet. If the remote system is still reachable and functioning, it acknowledges the keep-alive transmission. Keep-alive packets are not sent by default. This feature may be enabled on a connection by an application. 

Registry Key: 

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \System\CurrentControlSet\ServicesTcpip\Parameters\Interfaces

ValueName: PerformRouterDiscovery

Data Type: REG_DWORD

Value Data: x
Where x is:

     0 - disabled
     1- enabled
     2 - enable only if DHCP sends the router discover option
Default: 2, DHCP-controlled but off by default.
Recommendation: 0
Note: On a default system this key needs to be added.

Description: This parameter controls whether Windows 2000 attempts to perform router discovery per RFC 1256 on a per-interface basis. 

Registry Key: 

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \System\CurrentControlSet\ServicesTcpip\Parameters

ValueName: EnableICMPRedirect

Data Type: REG_DWORD

Value Data: x
Where x is:

0 – False

1 - True

Default: 1 (True)
Recommendation: 0 (False)

Note: On a default system this key needs to be added.
Description: This parameter controls whether Windows 2000 will alter its route table in response to ICMP redirect messages that are sent to it by network devices such as a routers. 




	2.11  Network Tools

	This section contains a list of Security tools available.  IAW Army regulation only ACERT approved tools may be used without additional authorization.


	2.11.1  Lucent Managed Firewall    (ACERT Approved)

	Type of Firewall: Stateful filtering and content security proxies
Operating Systems: Lucent Security Management Server runs on NT or Solaris)
Latest Version: 5.0
Features: 

· Superior firewall throughput 

· VPN using IPSec standards 

· Evaluation Assurance Level Rated 2 against NIAP’s protection profile 




	2.11.2  Raptor    (ACERT Approved)

	 Type of Firewall: Proxy-based (application-level proxies, network circuits, and packet filtering)
Operating Systems: Solaris/NT/HP-UX
Latest Version: 6.5 for NT and UNIX
Features: 

· Centralized management 

· Security policy management 

· Standard VPN (IPsec and Internet key) 

· Comprehensive logging and reporting 

· Cross-platform management from a single console 

· High availability/load balancing 


	2.11.3  Checkpoint    (ACERT Approved)

	 Type of Firewall: Stateful inspection
Operating System: Solaris, NT, HP-UX, Linux, and appliances (Nokia, Intrusion.com)
Latest Version: 4.1.3
Features: 

· Sold by the number of IP the firewall is protecting 

· Enterprise management with centralized control 

· Ease of use 

· Integrated Quality of Service 

· Integrated firewall and IPSec virtue private network 

Is manufactured by a foreign corporation and there were anomalies in previous versions of the software. Analyze your needs and requirements closely before you put this or any other product on critical servers.


	2.11.4  Cyber Cop Monitor    (ACERT Approved)

	One of the Army’s host-based intrusion detection system solutions
Operating Systems: WinNT, UNIX for Sun Solaris, and HP-UX
Latest Version: 2.5
Features: 

· Protects against Web Defacement using Vandal Guard technology 

· AutoRestore of Web pages 

· Fast attack response with fine granularity 

· Remote management 


	2.11.5  Intruder Alert    (ACERT Approved)

	Operating Systems: Windows NT, Sun Solaris, and HP-UX + 35 other operating systems including Novell
Latest Version: 3.5 for both the manager and agent
Features: 

· Policy-based monitoring (both packet and segment) 

· 24X7 Real-time updates 

· Post-event audit trail review 

· Server/manager ratio: 100:1 


	2.11.6  RealSecure     (ACERT Approved)

	 Army’s network-based intrusion detection solution
Operating Systems: WinNT and Solaris
Latest Version: 5.0
Features: 

· Real-time intrusion detection and response systems monitors for “attacks” and “misuse” 

· Terminate the connection, send e-mail or pager alerts, record the session, or reconfigure select firewalls 

· Incident prioritization 


	2.11.7 Harris STAT    (ACERT Approved)

	STAT Scanner gives the administrator the ability to scan individual and group systems across a LAN from a central location. It is a powerful tool that insures that all known vulnerabilities are detected on the scanned system. This includes all known IAVAs. The systems can be remotely fixed providing the user has administrator privileges. STAT is designed to scan W2K, but can also perform scans on Unix systems providing an ssh channel can be establish.   

Company: Harris Corporation 

Website: http://statonline.com 


	2.11.8  Dsstore.exe: Directory Services Store

	This tool assists in managing corporate public key integration.  It includes functionality that is necessary for several deployment scenarios.  

1. List information about a given computer's certificates.

2. List information about computer's objects on the domain.

3. List information about Certificate Authorities in the organization.

4. Add, remove, and display certificates from the directory services enterprise root store.

5. Add and remove certificate revocation lists from directory services.

6. Validate certificates from directory services public key infrastructure (PKI) locations.

7. Pulse "auto enrollment" events to speed up various PKI processes.

8. Add non-Windows 2000 Certificate Authorities or offline Certificate Authorities to the corporate PKI.

9. Manage enterprise roots in directory services.

10. Verify computer automatic enrollment and domain controller certificates from the Kerberos Key Distribution Center (KDC).

11. Check on the status and validity of domain controller certificates.

12. Check on the validity of smart card certificates.


	2.11.9  System Scanner

	System Scanner for Windows  is a security-assessment solution for Windows 2000, NT 4.0, 95, and 98.  It performs nearly 300 vulnerability checks including:

1. Extensive system baseline capabilities, including file, registry, and user checks.

2. Browser-specific vulnerabilities.

3. Comprehensive Microsoft Internet Information Services and Microsoft Personal Web Server checks.

4. Checks for the presence of well-known TCP/IP-based services.

5. NetBIOS checks.

6. Java vulnerabilities.

7. Microsoft Office vulnerabilities.

8. Susceptibility to denial-of-service attacks.

9. Configuration of virus scanners.

10. Registry security checks.

11. User policy configuration checks.

12. Remote access checks and modem checks.




	2.11.10  Security Analyzer 4.0

	NetIQ's Security Analyzer automatically detects security vulnerabilities and providing extensive reports and guidance on how to address them.  Systems are analyzed on demand or at scheduled intervals. The results are used to generate comparative reports, recommend security fixes

and prioritize responses. 

Company:  NetIQ

Website: http://www.netiq.com 


	2.11.11  NetPulse 2000

	NetPulse allows the user to define a security policy, which specifies the approved values for each of the user configurable security settings.

Company: Labcal Technologies

Website: http://www.labcal.com/ 


	2.11.12  Enterprise Security Reporter

	Enterprise Security Reporter provides the capability to obtain and store network data in an open database.  The data can then be used to analyze, query and report on the security and configuration of your network.

Company: Small Wonders Software

Website: http://www.smallwonders.com 


	2.11.13   HackerShield

	HackerShield is anti-hacker software that finds and closes the holes that hackers use to break into servers, workstations and other network devices. 

Company: Bindview

Website: http://www.bindview.com/ 


	2.11.14  Advanced Administrative Tools

	AATools for Windows is a set of utilities for analyzing network properties.  AATools will check Email properties, Scan ports and proxies, give network and system statuses, clean up unnecessary registry entries in your registry, etc.

Company: G-Lock Software

Website: http://www.glocksoft.com 


	2.11.15  Retna

	Windows Security Scanner finds holes and identifies a number of new and emerging attack vectors. 

Company: Eeye

Website: http://www.eeye.com 


	2.11.16  Atelier Web Security Port Scanner 4.61

	Atelier Web Security Port Scanner features two different top-notch TCP Port Scanners, UDP Port Scanner, one unique Mapping of Ports to Applications feature, localhost Network information, and comprehensive LAN details, the Worlds' most powerful NetBIOS scanner (Professional release only), the most complete ports database available today and more...
Company: Atelier

Website: http://www.atelierweb.com 


	2.11.17  LANgaurd Network Scanner

	LANguard network scanner is a freeware security scanner to audit your network security. It scans entire networks and provides NETBIOS information for each computer such as hostname, shares, logged on user name. It does OS detection, tests password strength, detects registry issues and much more. Reports are outputted in HTML.

Company: GFI Software Ltd.

Website: http://www.gfisoftware.com/stats/adentry.asp?adv=40&loc=3 


	2.11.18  LANgaurd Port Scanner

	Very Fast, flexible, simple and free port scanner. Can be used to check for open ports which are not needed or pose a security risk and also for trojans or backdoors who

open administration ports.

Company: GFI Software Ltd.

Website: http://www.gfisoftware.com/stats/adentry.asp?adv=40&loc=3 


	2.11.19  URLScan Security Tool

	URLScan provides the capability to screen all incoming requests to the server and filter them based on rules.  Denials are logged. The response to client is simply “404 Object not found”

Q307608

Website: http://support.microsoft.com/support/kb/articles/Q307/6/08.ASP 


3.0 Account Security

	3.1 Password Policies & Configuration

	Vulnerability
	Countermeasure
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G. Army policy dictates that passwords in unclassified systems be changed every six months; however, increased security is achieved by changing the password even more frequently

Note:

Microsoft has documented conflicting information; reference the maximum password length for Windows 2000 (127 v 128 characters).  This discrepancy is being further researched.


	( 1. Verify that Windows 2000 is implementing strong password filtering. Passfilt.dll implements the following password policy: 

·  Passwords must be at least eight (8) characters long. 

· Passwords must contain characters from at least three (3) of the following four (4) classes: 

a. English upper case letters  A, B, C, ... Z

b. English lower case letters   a, b, c, ... z

c. Westernized Arabic   numerals     0, 1, 2, ... 9  

d. Non-alphanumeric ("special characters") such as punctuation symbols 

Passwords may not contain your user name or any part of your full name.
( 2. Use MMC to configure password attributes

· Select “Start” and “Run” from the desktop.

· Type “mmc.exe” in the Run dialog.

· Select “Console” from the MMC menu bar.

· Select “Add/Remove snap-in” from the drop-down menu.

· Click the “Add” button on the Standalone tab.

· Select the “Group Policy” snap-in and click the “Add” button.

· Insure that “Local Policy” is in the Group Policy Object line and click the “Finish” button.

· Click “Close”.

· Click “OK”.

· Expand the "Computer Configuration" object in the tree window. (Professional & Server)

· Expand the "Windows Settings" object.

· Expand the "Security Settings" object.

· Expand the "Account Policies" object and select "Password Policy".

· Maximum Password Age - should be set to xx days!

· Minimum Password Age - should be set to 1 day!

· Minimum Password Length - should be set to 8 characters!

· Password Uniqueness - "Enforce password history" – should be set to 24 passwords remembered!

· Enable Strong Password Filtering - "Passwords must meet complexity requirements" - should be set to enable


	3.2 Default Password Protected Screen Saver

	Vulnerability
	Countermeasure

	If a workstation is left unattended and the screen saver is not password protected, unauthorized personnel could access the workstation and the associated network.


	( 1. Use regedt32 to create or assign the following registry key value:

Registry Hive: HKEY_USERS

SubKey: \.DEFAULT\Control Panel\Desktop

Value Name: ScreenSaveActive

Date Type: REG_SZ

Value Data “1”

· The above registry entry is the default setting

· This setting will ensure by default that the user accounts screen savers are activated.

( 2. Use regedt32 to create or assign the following registry key value:

Registry Hive: HKEY_USERS

SubKey: \.DEFAULT\Control Panel\Desktop

Value Name: ScreenSaveIsSecure

Date Type: REG_SZ

Value Data “1”

· The default setting is 0

· This setting will ensure that the screen saver is password protected.

( 3.  Use regedt32 to create or assign the following registry key value:

Registry Hive: HKEY_USERS

SubKey: \.DEFAULT\Control Panel\Desktop

Value Name: ScreenSaveIsTimeOut

Date Type: REG_SZ

Value Data “900”

· The above registry setting is the default setting.

· This setting will ensure that the screen saver will engage in 15 minutes or less.

( 4.  Use regedt32 to create or assign the following registry key value: 

Registry Hive: HKEY_USERS

SubKey: \.DEFAULT\Control Panel\Desktop

Value Name: SCRNSAVE.EXE

Date Type: REG_SZ

Value Data “logon.scr”

· The above setting is the default setting.  After the value has been set, the complete path may be displayed.

· This setting makes sure that there is a valid executable .scr file defined.


	3.3 Account Lockout Configuration

	Vulnerability
	Countermeasure

	Intruder will attack systems by a variety of methods.  One such method is to bombard the computer with usernames and guessed passwords via a program.  

Note: Conforms to DISA standards.
	( 1. Minimize the number of attempts a User can make when logging in.  Use MMC to configure account attributes

· Select “Start” and “Run” from the desktop.

· Type “mmc.exe” in the Run dialog.

· Select “Console” from the MMC menu bar.

· Select “Add/Remove snap-in” from the drop-down menu.

· Click the “Add” button on the Standalone tab.

· Select the “Group Policy” snap-in and click the “Add” button.

· Insure that “Local Policy” is in the Group Policy Object line and click the “Finish” button.

· Click “Close”.

· Click “OK”.

· Expand the “Computer Configuration” object in the tree window. (Professional & Server)

· Expand the “Windows Settings” object.

· Expand the “Security Settings” object.

· Expand the “Account Policies” object and select “Account Lockout Policy.

· Set Account lockout threshold three attempts or less.


	3.4 User Rights Policy Configuration

	Vulnerability
	Countermeasure

	Providing user’s more rights than they require, may lead to unauthorized access of internal data or degradation in system performance. 

Note:
Configured in accordance with DISA requirements.


	( 1. Use MMC to configure user rights policy

· Select “Start” and “Run” from the desktop.

· Type “mmc.exe” in the Run dialog.

· Select “Console” from the MMC menu bar.

· Select “Add/Remove snap-in” from the drop-down menu.

· Click the “Add” button on the Standalone tab.

· Select the “Group Policy” snap-in and click the “Add” button.

· Insure that “Local Policy” is in the Group Policy Object line and click the “Finish” button.

· Click “Close”.

· Click “OK”.

· Expand the “Computer Configuration” object in the tree window. (Professional & Server)

· Expand the “Windows Settings” object

· Expand the “Security Settings” object.

· Expand the “Local Policies” object and select “User Rights Assignment”.

· Review the settings in the Policy window against the listing below.  If there are any discrepancies change the settings so that they match.


	
	Authorized Groups

	Users Rights
	Domain

Controllers
	Member

Servers
	Workstations

	Access this computer from network
	Administrators

Authenticated Users
	Administrators

Authenticated Users
	Administrators

Authenticated Users

	Act as part of the operating system *
	(None)
	(None)
	(None)

	Add workstations to domain
	Administrators
	(None)
	(None)

	Backup files and directories
	Administrators

Backup Operators
Server Operators
	Administrators

Backup Operators
Server Operators
	Administrators

Backup Operators

	Bypass traverse checking
	(None)
	(None)
	(None)

	Change the system time
	Administrators

Server Operators
	Administrators

Server Operators
	Administrators



	Create a pagefile
	Administrators
	Administrators
	Administrators

	Create a token object
	(None)
	(None)
	(None)

	Create permanent shared objects
	(None)
	(None)
	(None)

	Debug programs
	(None)
	(None)
	(None)

	Deny access to this computer from the network                    
	Guests
	Guests
	Guests

	Deny logon as a batch job      
	(None)
	(None)
	(None)

	Deny logon as a service         
	(None)
	(None)
	(None)

	Deny logon locally                 
	Guests
	Guests
	Guests

	Enable computer and user accounts to be trusted for delegation                               
	Administrators
	(None)
	(None)

	Force shutdown from a remote system
	Administrators

Server Operators
	Administrators

Server Operators
	Administrators


	Generate security audits
	(None)
	(None)
	(None)

	Increase quotas
	(None)
	(None)
	(None)

	Increase scheduling priority
	Administrators
	Administrators
	Administrators


	Load and unload device drivers
	Administrators
	Administrators
	Administrators

	Lock pages in memory
	(None)
	(None)
	(None)

	Log on as a batch job
	(None)
	(None)
	(None)

	Log on as a service *
	(None)
	(None)
	(None)

	Log on locally *
	Account Operators

Administrators

Backup Operators

Print Operators

Server Operators
	Account Operators

Administrators

Backup Operators

Print Operators

Server Operators
	Administrators

Authenticated Users

	Manage auditing and security log
	Auditor’s Group
	Auditor’s Group
	Auditor’s Group

	Modify firmware environment values
	Administrators
	Administrators
	Administrators

	Profile single process
	Administrators
	Administrators
	Administrators

	Profile system performance
	Administrators
	Administrators
	Administrators

	Remove computer from docking station                                   
	(None)
	Administrators

Authenticated Users

Power Users
	Administrators

Authenticated Users

Power Users

	Replace a process level token
	(None)
	(None)
	(None)

	Restore files and directories
	Administrators

Backup Operators
	Administrators

Backup Operators

Server Operators
	Administrators

Backup Operators

Server Operators

	Shut down the system
	Administrators
	Administrators
	Administrators 

Authenticated Users

	Synchronize directory service data                                     
	(None)
	(None)
	(None)

	Take ownership of files or other objects
	Administrators
	Administrators
	Administrators


	3.5 Rename Administrator Account

	Vulnerability
	Countermeasure
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D. Rename the administrator account. 

Hackers will try to compromise the administrator account by a variety of methods. IE. They could use a LDAP client such as ldp.exe to enumerate the Active Directory. All of the existing users and groups could be enumerated with a simple LDAP query.
	( 1. Rename the administrator account to a non-obvious name (e.g., not "admin," "root, " etc.)

( 2. Establish a decoy account named " Administrator " with no privileges. Scan the event log regularly looking for attempts to use this account.

( 3. Enable account lockout on the real Administrator accounts by using the passprop utility.

( 4. Disable the local computer's Administrator account.

Note: None of these countermeasures avoid a SID search for the Administrator’s account.


	3.6 Dormant Accounts

	Vulnerability
	Countermeasure

	Dormant Accounts may provide doorways into a system.  


	( 1. Disable accounts that have not been logged into within the past 35 days.

· Open TBD

· Examine the time in the “LastLogonTime” column.

· Use usrstat to display the last login for each user in a given domain.
Note: The following accounts are exempt from this check.

· The built-in administrator account

· The built-in guest account

· The “IUSR”-guest account (used with IIS or Peer Web Services)

· Accounts that are less than 35 days-old




	3.7 Administrator’s Group

	Vulnerability
	Countermeasure

	The more accounts that are members of the administrator’s the more chances for administrative access can fall into the wrong hands.
	( 1 LIMIT the membership of the Administrator group.

.




	3.8 Everyone Group

	Vulnerability
	Countermeasure

	The everyone group is a global or universal group and is very dangerous because every account is a member of the Everyone Group.  When the Everyone group is granted full control to an object, then ANY account (including the guest account) has full access to the object. 

Note:
The authenticated users group is controlled by the SRM and the systems account.
	( 1. REPLACE the “Everyone” group with “Authenticated Users”

· TBD

Note: IAW HQ DA SAIS-IAS message DTG 060048Z MAR 99 all guest accounts shall be disabled.


	3.9 Local Users Exist on Workstation

	Vulnerability
	Countermeasure

	TBD


	· Local users other than the built-in and dummy Administrator account and built-in Guest account should not exist on a workstation in a domain.  This does not apply to laptops that are designed to function both as part of a domain and separate from it.

Note:
This countermeasure can cause a problem if caching of user profiles/roaming profiles is not allowed.  If the Domain goes down and both of these security measures are in place, then no users will be able to access their local workstations until the domain comes back up.




	3.10  Using “Command Prompt”

	Vulnerability
	Countermeasure

	A variety of vulnerabilities exist if an unauthorized user is allowed access to a systems command prompt. Everything that can be accomplished in the GUI can be accomplished at the command prompt and then some. Exercise extreme caution when granting access to the command prompt. An example of a command line tool already built into the system is Secedit.exe. This tool has a variety of uses and includes the ability to refresh machine policies and group/user policies even if the GPOs that apply to the computer or user have not changed!
	( 1 Disable the command prompt to all users except administrators by 

       performing the following steps.

· Log in as administrator.

· Right click on "Start".

· Click on "Explore".

· Where the system was installed i.e. c:\, d:\, etc. find the WINNT directory.

· The cmd.exe is found in two locations first go to WINNT\System32.

· Locate the cmd.exe and right click on it. 

· Next click on the security tab. You will see a listing of groups starting with administrators.

· Click on Everyone group and remove all of its permission by unchecking all of the permissions options in the Allow column.

· Do this to the Power User group and the User group.

· Do not touch the Administrator group or System group.

· Repeat the above steps at the second location where the cmd.exe is located. This is located in the WINNT\ServicePackFiles\i386 


	3.11  Idle Users

	Vulnerability
	Countermeasures

	Idle users should be disconnected after a specific time frame has passed. This is to prevent possible entry point to network from physical or network access, or as a stop off point by unauthorized users.

Note: This is a DISA standard 


	( 1 Enable the automatically log off users security option.

· Select “Start” and “Run” from the desktop.

· Type “mmc.exe” in the Run dialog.

· Select “Console” from the MMC menu bar.

· Select “Add/Remove snap-in” from the drop-down menu.

· Click the “Add” button on the Standalone tab.

· Select the “Group Policy” snap-in and click the “Add” button.

· Insure that “Local Policy” is in the Group Policy Object line and click the “Finish” button.

· Click “Close”.

· Click “OK”.

· Expand the “Computer Configuration” object in the tree window. (Professional & Server)

· Expand the “Windows Settings” object.
· Expand the “Security Settings” object.

· Expand the “Local Policies” object and select “Security Options”.

· Enable " Automatically log off users when logon time expires (local)"


	3.12  Account Tools

	This section contains a list of Account Security tools available.  IAW Army regulation only ACERT approved tools may be used without additional authorization.


	3.12.1  Password Tools          (ACERT Approved)

	The ACERT Tools page contains various password tools such as:

pwdvfy,  PassDate 8.4.99, chpass, SECpwNT.  These tools are for the most part, home grown and still subject to test.  There could be conflicts with Windows 2000 as they are not yet fully tested on the W2K platform.


Auditing/Logging

	3.13 DISC4 Policy

	Vulnerability
	Countermeasure
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K. Enable auditing for the following events: 

ENSURE that the minimum required auditing is enabled per DISC4 policy.  

Enabling system auditing can inform you of actions that pose security risks and possibly detect security breaches.

Note: that auditing is a "detection" capability rather than "prevention" capability. It will help you discover security breaches after they occur and therefore should always be considered in addition to various preventive measures.
	( 1. Configure the following events:

EVENT                 SUCCESS               FAILURE

Audit logon events          X 

         X

Audit object access        -----

         X

Audit privilege use          X

         X

Audit account  
            X
     
         X

    management           

Audit policy changes       X

         X

Audit system events        X

         X

Audit process tracking   ------

         X

Note: Setting up auditing is a two-part process:

1. Set the audit policy.  Enables the auditing of objects but does not activate auditing of specific objects

2. Enable auditing of specific resources.



	Hacker-type break-in using random passwords
	Enable failure auditing for log on and log off events.

	Break-in using stolen password
	Enable success auditing for log on and log off events. The log entries will not distinguish between the real users and the phony ones. What you are looking for here is unusual activity on user accounts, such as logons at odd hours or on days when you would not expect any activity.

	Misuse of administrative privileges by authorized users
	Enable success auditing for use of user rights; for user and group management, for security policy changes; and for restart, shutdown, and system events. (Note: Because of the high volume of events that would be recorded, Windows 2000 does not normally audit the use of the Backup Files And Directories and the Restore Files And Directories rights. Appendix B, "Security In a SOFTWARE Development Environment," explains how to enable auditing of the use of these rights.)

	Virus outbreak
	Enable success and failure write access auditing for program files such as files with .exe and .dll extensions. Enable success and failure process tracking auditing. Run suspect programs and examine the security log for unexpected attempts to modify program files or creation of unexpected processes. Note: that these auditing settings generate a large number of event records during routine system use. You should use them only when you are actively monitoring the system log.

	Improper access to sensitive files
	Enable success and failure auditing for file- and object-access events, and then use File Manager to enable success and failure auditing of read and write access by suspect users or groups for sensitive files.

	Improper access to printers
	Enable success and failure auditing for file- and object-access events, and then use Print Manager to enable success and failure auditing of print access by suspect users or groups for the printers.


	3.14 Setting up an Auditing Policy

	Vulnerability
	Countermeasure

	Without proper auditing techniques, you'll never know if your security plan is working effectively.


	( 1.  General Categories to consider when setting up a secure server auditing policy

· Account Logon Events

· Account Management

· Directory Service Access

· Logon Events

· Object Access

· Audit Policy Changes

· Use of Privileges

· Process Tracking

· System Events

Note:
Guide for setting up an audit policy.

http://networking.earthweb.com/netos/print/0,,12083_624921,00.htm



	3.15 Enabling Auditing

	Vulnerability
	Countermeasure

	Failure to enable success/failure auditing can cause hacking activities to go undetected.


	( 1 To activate auditing on a standalone machine, follow these steps: 

· Log on as the administrator of the local workstation.

· Click the Start button, point to Programs, point to Administrative Tools, and then click Local Security Policy.

· In the Local Security Settings window’s console tree, double-click Local Polices and then click Audit Policy.

· Select the type of event to audit, and then, on the Action menu, click Security.

· Select the Success check box, the Failure check box, or both.

· Click OK.

· Restart your computer.

Note:
This setting only affects the standalone system.  To set auditing on a domain controller use the countermeasure in 5.4


	3.16 Enabling Group Policy

	Vulnerability
	Countermeasure

	Failure to enable success/failure auditing can cause hacking activities to go undetected.  Group policies may be set at the local, site, domain and organizational unit levels.
	( 1.  To enable which categories of events can be audited, you use the Group Policy Snap-in with the MMC.

· Click Start, Run, and enter mmc.

· Select Add/Remove Snap-in from the Console menu.

· Click the add button.

· Find the Group Policy Snap-in from the "add Standalone Snap-in dialog box" then click add

· Accept the default (local computer) for where the Group Policy Object will be stored and click the finish button.


	3.17 Setting up an Group Policy on a Domain Controller

	Vulnerability
	Countermeasure

	Failure to enable success/failure auditing can cause hacking activities to go undetected.


	( 1. To set up an Audit Policy on a DC

· Start Menu->Admintools->AD users and Computers

· Access the Group Policy properties page for the Domain Controllers OU.

· Edit the Default Domain Controllers Policy GPO.

· Expand the computer configuration object in the tree window

· Expand the windows settings object

· Expand the security settings object.

· Expand the local policies object and select audit policy

· Double-click any policy to enable it.

· Check the box “define these policy settings”

· Check either success, failure, or both

· Click “ok”

· Close/Minimize windows as required


	3.18 Event Log Configuration

	Vulnerability
	Countermeasure

	Improper configuration of the Event viewer/log files can degrade monitoring capabilities.
	( 1. Open the Computer Management Console

· Right-click  the "my computer" icon on the desktop

· Select manage from the drop down menu.

· Expand System Tools

· Expand event Viewer

· Right-click the event log. Perform the following procedure for each event log.

· Select properties from the pop up menu

· Review the fields identifying the maximum log size and the event log overwriting.

· If the server or workstation shares resources, click the radio button marked "do not overwrite events".  If the workstation does not share resources, click the radio button marked "overwrite events older than 30 days".

For servers and workstations that share resources, enter "4194240 KB" for the maximum log size value.  Workstations that do not share resources can be set to "10240 KB". 


	3.19 Halt on Audit Failure

	Vulnerability
	Countermeasure

	Any log able activities which occur after a log file has reached its maximum size, may not be recorded
	( 1.  Configure the system to halt after any of the 3 logs (Application, Security, or System) reaches maximum size.

· Start>programs>admin tools>active directory users and computers

· Right click domain controller>properties>group policy>highlight default policy and choose edit

· Select computer configuration>windows settings>security settings>local policies>security options

· Right click on "shut down system if unable to log security audits"

· Select security>define this policy setting

· Select enable

· Click OK

· Close windows

Alternative method via the registry

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SYSTEM\CurrentControlSet\Control\LSA

Value Name: CrashOnAuditFail

Date Type: REG_DWORD

Value Data “0x1”

Note:

· The default value is 0.

· The default setting is “no halt” when log files reach their maximum size.


	3.20 Event Viewer Patch (patch included in SRP1)

	Vulnerability
	Countermeasure

	The Windows 2000 Event Viewer snap-in has an unchecked buffer in a section of the  code that displays the detailed view of event records. If Event Viewer attempts to display an event record that contains especially malformed data in one of the fields, one of two outcomes can occur. In the less serious case, Event Viewer could stop working. In the more serious case, code of a malicious user's choice could be made to

run by using a buffer overrun.

Simply perusing the listing of events in a log would not allow the vulnerability to be exploited. It could only be exploited if the user opened an affected record to view the event details. 

Although the Event Viewer is generally thought of as an

administrative tool, there is no guarantee that the user who opens a particular event record would be privileged. Unprivileged users   can read the System and  Application Logs. Although the Security Log can only be read by privileged users, only privileged processes can write to it.
	( 1 To Microsoft's knowledge, it is not possible to manipulate the normal auditing functions of any Windows 2000 service in order to create an event record that would exploit this vulnerability.   Instead, a custom piece of code would need to be created and run to create such a record.

( 2. Microsoft Knowledge Base (KB) article Q285156

( 3.  Download patch from ACERT site.  


	3.21 Restrict Guest Access to the Application Event Log

	Vulnerability
	Countermeasure

	By default, Windows 2000 is not configured to restrict anonymous network access to the Application log over null-session shares
	( 1. Restrict access to Application log.

· Start>programs>admin tools>active directory users and computers

· Right click domain controller

· Select properties>group policy>highlight default policy and choose edit

· Select computer configuration>windows settings>security settings>event log>settings for event logs

· Right click "restrict guest access to application log”

· Select security>define this policy setting

· Select enable

· Click OK

· Close windows

Alternative method via the Registry entry:

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SYSTEM\CurrentControlSet\Services\Eventlog\Application

Value Name: RestrictGuestAccess

Date Type: REG_DWORD

Value Data 0x1
Note: On a default system this key needs to be added.


	3.22 Restrict Guest Access to the Security Event Log

	Vulnerability
	Countermeasure

	By default, Windows 2000 is not configured to restrict anonymous network access to the Security log over null-session shares
	( 1. Restrict access to Security log.

· Start>programs>admin tools>active directory users and computers

· Right click domain controller

· Select properties>group policy>highlight default policy and choose edit

· Select computer configuration>windows settings>security settings>event log>settings for event logs

· Right click "restrict guest access to security log”

· Select security>define this policy setting

· Select enable

· Click OK

· Close windows

Alternative method via the Registry entry:

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SYSTEM\CurrentControlSet\Services\Eventlog\Security

Value Name: RestrictGuestAccess

Date Type: REG_DWORD

Value Data 0x1

Note: On a default system this key needs to be added.


	3.23 Restrict Guest Access to the System Event Log

	Vulnerability
	Countermeasure

	By default, Windows 2000 is not configured to restrict anonymous network access to the System log over null-session shares
	( 1. Restrict access to System log.

· Start>programs>admin tools>active directory users and computers

· Right click domain controller

· Select properties>group policy>highlight default policy and choose edit

· Select computer configuration>windows settings>security settings>event log>settings for event logs

· Right click "restrict guest access to system log”

· Select security>define this policy setting

· Select enable

· Click OK

· Close windows

Alternative method via the Registry entry:

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SYSTEM\CurrentControlSet\Services\Eventlog\System

Value Name: RestrictGuestAccess

Date Type: REG_DWORD

Value Data 0x1
Note: On a default system this key needs to be added.


	3.24 Enable Auditing of Use of Backup Right

	Vulnerability
	Countermeasure

	Unauthorized users can use the backup right to copy sensitive system information to removable media.
	( 1Configure the system to audit the user performing system backups.

· Start>programs>admin tools>active directory users and computers

· Right click domain controller

· Select properties>group policy>highlight default policy and choose edit

· Select computer configuration>windows settings>security settings>local policies>security options

· Right click on "audit use of backup and restore privilege"

· Select security>define this policy setting>

· Select enable

· Click OK

· Close windows

Alternative method via the Registry entry:

Registry Hive: HKEY_LOCAL_MACHINE

SubKey: \SYSTEM\CurrentControlSet\Control\Lsa

Value Name: FullPrivilegeAuditing

Date Type: REG_BINARY

Value Data 0x1

Note: the default value is 0.


	3.25  Auditing Printer Events

	Vulnerability
	Countermeasure

	Unauthorized printer usage usually goes undetected.
	( 1. Click Start, Settings, Printers.

· Right-click the printer you want to manage and select properties

· Select the Security Tab.

· Click the advanced button.  When the Access Control Settings window appears, select the auditing tab.

· Select the add button to add an auditing record for this printer.

· Select the users to which the audit record will apply.

· Choose the events to audit by selecting or clearing the appropriate check boxes under the Successful or Failed columns.

· Click OK when finished


	3.26  Setting up Events to Audit for Files and Folders

	Vulnerability
	Countermeasure

	Unauthorized access to files and folders often goes unrecorded.
	( 1. Click Start, Programs, Accessories, Windows Explorer

· Find the folder or file you want to set up auditing for and right-click it.

· Select the Security Tab from the properties box.

· Select the advanced button.

· Click the auditing tab on the Access Control Settings dialog box.

· Click the add button.

· Select the user, computer, or group to audit

· Chose the appropriate check box for each type of event you want to audit on this object for the user selected.

· Click OK and exit all windows.


	3.27  Auditing/Logging Tools

	This section contains a list of Security tools available.  IAW Army regulation only ACERT approved tools may be used without additional authorization.


	3.27.1  NTLast 3.0

	NTLast is specifically targeted for serious security and IIS administration.   Scheduled review of your NT event logs is critical for your network.  A server breach can be uncovered by regular system auditing.  Identifying and tracking who has gained access to your system, then documenting the details is now made easier with NTLast.  This tool is able to quickly report on the status of IIS users, as well as filter out web server logons from console logons.   NTLast is specifically targeted for serious security and IIS administration.   Scheduled review of your NT event logs is critical for your network.  A server breach can be uncovered by regular system auditing.  Identifying and tracking who has gained access to your system, then documenting the details is now made easier with NTLast.  This tool is able to quickly report on the status of IIS users, as well as filter out web server logons from console logons.
 

Targeted for ISS administration.  Key features:

1. Reads saved .evt files 

2. Allows you to search before, after and between dates

3. Filters logons ‘From’ a certain host

4. Can save files in a csv format w/time field formatted for Excel

5. Filters out and distinguishes web log usage

http://www.foundstone.com


Appendix A: Security Links

W2K Links
1. MS Security Administration Operations Guide

http://www.microsoft.com/technet/treeview/default.asp?url=/TechNet/prodtechnol/windows2000serv/maintain/opsguide/secadmog.asp
2. Ten Immutable Laws of Security and Ten Immutable Laws of Security Administration
http://www.microsoft.com/Downloads/Release.asp?ReleaseID=26684
3. Windows 2000 Security Update: Tool Available to Detect Hotfix Packaging Anomalies 
http://www.microsoft.com/downloads/release.asp?ReleaseID=27333
4. Auditing on Windows 2000

http://networking.earthweb.com/netsecur/print/0,,12084_623821,00.html
5. Knowledge Base Articles - http://support.microsoft.com/directory/default.asp

A. Q186454

B. Q228812

C. Q299475, Q301677

D. Q302542

E. Q220940

Government Links

1. Air Force Computer Emergency Response Team (AFCERT)

http://afcert.csap.af.mil/
2. Army Computer Emergency Response Team (ACERT)

http://www.acert.belvoir.army.mil/
3. CERT/CC (Coordination Center)

http://www.cert.org/
4. Chief of Naval Education and Training

http://www.cnet.navy.mil/
5. Computer Incident Advisory Capability (CIAC) Index of documents

http://ciac.llnl.gov/ciac/documents/
6. DoD Computer Emergency Response Team (DOD-CERT) [Formerly ASSIST]

http://www.assist.mil/
7. DoD INFOSEC Training Facility (ITF) 

http://www.disa.mil/ciss/cissitf.html
8. DoD Network Information Center

http://nic.mil/
9. National Computer Science Center (NCSC) Commercial Product Evaluations

 http://www.radium.ncsc.mil/tpep
10. National Infrastructure Protection Center (NIPC)

http://www.fbi.gov/nipc/welcome.htm
11. National Institute of Standards and Technology (NIST) Computer Security Resource Clearinghouse

http://cs-www.ncsl.nist.gov/
12. NIST Computer Security Division 

http://www.itl.nist.gov/div893/
13. NIST Publications

http://csrc.nist.gov/publications/welcome.html
14. NSA

http://www.nsa.gov

15. Navy InfoSec

http://infosec.nosc.mil/content.html
16. NT Security

http://www.ntsecurity.net/
17. Rainbow Series and Related Documents 

http://www.fas.org/irp/nsa/rainbow.htm
Miscellaneous Links
1. Trojan Port Assignments 

http://www.simovits.com/nyheter9902.html
2. Port Exploits 

http://www.toyo.co.jp/security/ice/advice_old/Exploits/Ports/default.htm
3. Application Port Assignments (i.e. GNUtella, Napster, and so on) 

http://www.practicallynetworked.com/sharing/app_port_list.htm
4. Recover Lost Windows NT Administrator Password

http://is-it-true.org/nt/atips/atips262.shtml
5. IE Content Advisor Password

http://is-it-true.org/nt/registry/rtips53.shtml
Appendix C: References
1. Windows 2000 Security Handbook (Osborne)

2. Microsoft Windows 2000 Security Handbook (Que)

3. Windows 2000 Security Little Black Book (Coriolis)

4. Existing NT4 checklist

5. DISA/NSA Standard Technical Implementation Guidelines

6. DISA/NSA Windows 2000 security checklist
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