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Upcoming IMSC Meeting

The next Information
Management Support
Council (IMSC) Meeting will
be held on 23 February 2004
at 0930 in the Remagen
Conference Room in the Il
Corps headquarters building
(building 1001). The topics
will include CAC/PKI,
Enterprise Management
System (EMS) overview and
implementation, computer
naming standards, and
Active Directory. Please
contact Darla Davis at 287-
8274 if you have any
questions.

Dial-In to the Network

Dial-In access (Terminal
Services Access Control
System, or TSACS) is
available for computer users
using the Fort Hood network.
This service allows you to
connect with the HOOD
domain while on the road or
when normal network access
is unavailable. If you are
interested, contact your
IASO. They will need your
full name, social security
number, official e-mail
address, unit, unit address,
and unit phone number. The
TSACS dial-up local
numbers are 618-8570 /
7980, toll-free 877-210-9547,
or DSN 259-8570 / 7980.
You can contact the DOIM
Help Desk for more
information.

Computer Security (1A)
Web Page

The Information Assurance
Team has a new web page.
IASOs can go to
http://www.hood.army.mil/do
im/IAV A/index.htm to obtain
service packs, critical
updates, Norton Antivirus
Client, weekly virus
definitions, Internet Explorer
service packs, and updates.
If you have any questions,
contact the IA Team at 287-
6462 / 2679 / 6997.

Official Cell Phones

Official cellular phone service
is available to units and
organizations resident to Fort
Hood. Requests for cellular
service must be made
through your designated
representative, usually the
G6. Each request must also
be accompanied by a
certification from the
Resource Management
representative that indicates
that funding is available to
cover the monthly service
costs. You can find out more
information on official cell
service in Fort Hood
Pamphlet 25-5 or at the
DOIM Web Site under the
“Official Cellular Service”
button. Additional questions
can be directed to Mr. Dave
Jordan at 286-6662 or
cell.phones@hood.army.mil.

Need SIPRNet Service?

If your unit is interested in
getting SIPRNet (classified)
network service, please
contact Mr. Dan Prudom or
Mr. Terry French at the
Intelligence Contingency
Readiness Center (ICRC),
building 2212, at 287-5550.
Upon contacting the ICRC,
you will need to schedule a
site survey for the location
where you want the service
installed. The ICRC will give
you additional information at
that time.

Redeployment Support
Information

DOIM has published Fact
Sheets on what units need to
do to reestablish network,
telephone, copier, and
printing services. The fact
sheets are available on the
DOIM Web Page under the
“‘Redeployment” button. The
web site is located at
http://www.hood.army.mil/doim.
For more information, contact
Mr. Roger DeWeese at 287-
8467.

Resetting Your CAC Pin

Fort Hood will soon get 7
Common Access Card (CAC)
Pin Reset Machines for you
to have your 8-digit CAC pin
reset. You can call Darla
Davis at 287-8274 for the
new locations to have your
pin reset.
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No Modem Connections to
Internet Service Providers

Attention IASOs: New
Microsoft Security Bulletin

It is not authorized to call
local ISPs using Fort Hood
telephone lines. These calls
create significant security
vulnerabilities. Ft. Hood has
implemented a new firewall
that allows the telephone
administrators to view details
on all calls coming into and
leaving the installation. All
unauthorized modem calls
will be terminated and the
telephone line may be
disabled. If you require a
connection via a modem, you
must submit a memorandum
to the Communications
Branch at DOIM specifying
the reason and the phone
number of the modem line.

Attention System
Administrators: HOOD
Domain Consolidation

Beginning 15 February, the
DOIM will begin to collapse
non-HOOD domains and
transition these assets to the
HOOD domain. All
administrators of non-HOOD
network domains (to include
what has been termed as
“super workgroups”) must
contact the DOIM to begin
this transition. This transition
must be complete by 15
March. Those domains that
do not comply will be denied
access to the network after
15 March. Please contact
Ms. Philipa Pinkard at 287-
3238 for more information.

Microsoft Security Bulletin
ms04-004: The latest
security issue involves MS
Internet Explorer, where the
vulnerability is a possible
Remote Code Execution.
Operating Systems affected
by this vulnerability include
Windows 2000, XP, and NT.
IASOs can contact the 1A
Team at 287-6462 / 2679 /
6997 or visit the DOIM
Computer Security (IA) web

page.

Computer Security Tips

Our Information Assurance
(IA) Team would like to
remind you of some
important computer security
tips:

1. Software that alters or
disables system security
standards is prohibited

2. All Commerical Off The
Shelf (COTS) software will
be fully licensed.

3. Use of “shareware” or
“freeware” is strictly
prohibited without approval
through official channels.

4. Develop controls for
hardware, software, and
firmware to prevent
compromise and
unauthorized use, removal,
access, or manipulation.

5. Maintain an inventory of
all identifiable hardware,
software, and firmware.

Computer Security Tips

(continued)

For more detailed
information, see AR 25-2,
para. 4-6 and 4-9. If you
have any questions, contact
the IA Team at 287-6462 /
2679/ 6997.
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Branch: Mr. Jerry Brown,
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